
Department of Information 
Technology and Management

NEW PROGRAM PROPOSAL
Master of Science in Information Technology and Management

The attached proposed Master of Science in Information Technology and Management 
has been approved by the faculty of the Department of Information Technology and 
Management and is forwarded for consideration by the Graduate Studies Committee 
and the University Faculty Council. 

Encl: New Program Proposal MS-ITM : Master of Science in Information Technology and Management

Perlstein Hall Suite 223 | 10 West 33rd Street | Chicago, Illinois 60616  | 312.567.5290 | appliedtech.iit.edu/itm

Draft Bulletin pages for Master of Science in Information Technology and Management

Information Technology and Management Assessment Plan for Graduate Degrees, 2019-2021



New Program Proposal: Master of Science in Information Technology and Management 1



New Program Proposal: Master of Science in Information Technology and Management 2



New Program Proposal: Master of Science in Information Technology and Management 3



New Program Proposal: Master of Science in Information Technology and Management 4



New Program Proposal: Master of Science in Information Technology and Management 5



New Program Proposal: Master of Science in Information Technology and Management 6



Master of Science in Information Technology and Management (Draft) 1 

MASTER OF SCIENCE IN INFORMATION TECHNOLOGY 
AND MANAGEMENT  
At the conclusion of their studies, graduates of the Master of Science in Information Technology and Management should be able to: 

• Deliver optimal technical and policy technology solutions for the problems of business, industry, government, non-profit organizations, and
individuals in each student’s particular area of focus. 

• Work with, lead, and manage teams in an enterprise environment to collaboratively arrive at optimal technology solutions. 
• Manage and deploy information resources applicable to each student’s particular area of focus in an enterprise setting. 
• Conduct and report on significant research in information technology and/or the management of information technology. 

Students are required to complete three core courses. These courses will ensure an ability to develop software applications at a competent 
level using a contemporary programming language, the capability to employ and deploy appropriate system technologies, and a grasp of 
business development knowledge appropriate to the discipline.  

Students may choose from two research options to complete the degree: 

Thesis Option 
The thesis option requires coursework and five to eight credit hours of master’s thesis work (ITMT 591). The result is a master’s thesis. A 
student must successfully defend a thesis to apply ITMT 591 credit hours toward a degree. Students who complete both a project and a thesis 
can apply a maximum combined total of eight credit hours of ITMT 591 and ITMT 594 or ITMT 597 toward the degree. 

Master's Project Option 
The master's project option requires coursework and five to eight credit hours of ITMT 594 or ITMT 597 for a total of 32 credit hours. If a project 
is elected, a student must complete one of the following: 
1. A paper submitted for publication as an article or as a technical report. 
2. A software product including an accompanying technical report and user documentation. 
3. A hardware device or appliance including an accompanying technical report and user documentation.
4. A complete information system facilitating or enabling a defined business process, including an accompanying technical report and user 
documentation.. 

Master of Science in Information Technology and Management (Thesis Option) 

 A limited number of elective courses from other departments may be selected with adviser approval. 

Master of Science in Information Technology and Management (Project Option) 

 A limited number of elective courses from other departments may be selected with adviser approval. 

Code 
Required Core Courses 

Title Credit Hours 
(9)  

Select three credit hours of Software Development 3 
Select three credit hours of System Technologies 3 
Select three credit hours of Business Development 

 
3 

Research Courses (5-8) 
ITMT 591 Independent Study/Research 5-8 
Elective Courses (15-18)

15 to 18 hours of 500-level ITM or TECH courses selected with the student’s adviser 15-18 

Code 
Required Core Courses 

Title Credit Hours 
(9)  

Select three credit hours of Software Development 3 
Select three credit hours of System Technologies 3 
Select three credit hours of Business Development 

 
3 

Research Courses (5-8) 
ITMT 594 Special Projects in IT 5-8

or ITMT 597 Special Problem in IT 

Elective Courses (15-18) 
15 to 18 hours of 500-level ITM or TECH courses selected with the student’s adviser 15-18 
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Graduate Core Courses by Subject and Topic 
The following courses comprise the graduate core courses: 

Subject: Software Development 
 
 
 

 
 
 
 
 
 

 
 
 
 

 

 

 
 

 
Topic: Design 

Topic: Programming 
Code 
ITMD 510 

Title 
Object-Oriented Application Development 

Credit Hours 
3 

ITMD 512 Structured and Systems Programming 3 

ITMD 513 Open Source Programming 3 

ITMD 515 Advanced Software Programming 3 

Subject: System Technologies 
Topic: Application Development 
Code Title Credit Hours 
ITMD 553 Enterprise Intelligent Device Applications 3 

ITMD 554 Mass-Market Intelligent Device Applications 3 

ITMD 555 Open-Source Intelligent Device Applications 3 

ITMD 565 Rich Internet Applications 3 

ITMD 566 Service-Oriented Architectures 3 

ITMT 593 Embedded Systems 3 

Topic: Information Systems Technologies 
Code Title Credit Hours 
ITMO 533 Enterprise Server Administration 3 

ITMO 553 Open Source System Administration 3 

ITMO 556 Introduction to Open Source Software 3 

ITMS 558 Operating Systems Security 3 

Topic: Information Technology Architectures 
Code Title Credit Hours 
ITMO 540 Introduction to Data Networks and the Internet 3 

ITMO 554 Operating Systems Virtualization 3 

ITMS 548 Cyber Security Technologies 3 

ITMT 535 Data Center Architecture 3 

Subject: Business Development 

Code Title Credit Hours 
ITMD 511 Application Development Methodologies 3 

ITMD 532 UML-Based Software Development 3 

ITMD 534 Human and Computer Interaction 3 

ITMT 531 Object-Oriented System Analysis, Modeling, and Design 3 

Topic: Management 
Code Title Credit Hours 
ITMM 537 Vendor Management and Service Level Agreements 3 

ITMM 570 Fundamentals of Management for Technology Professionals 3 

ITMM 571 Project Manangement for Information Technology Management 3 

ITMM 574 Information Technology Management Frameworks 3 

ITMM 575 Networking and Telecommunications Management 3 

ITMS 578 Cyber Security Management 3 

Topic: Innovation 
Code Title Credit Hours 
ITMM 581 Information Technology Entrepreneurship 3 

ITMM 582 Business Innovation 3 

ITMD 535 Human-Computer Interaction Design 3 
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INFORMATION TECHNOLOGY AND MANAGEMENT 
Perlstein Hall 
10 W. 33rd Street, Room 223 
Chicago, IL 60616 
appliedtech.iit.edu/information-technology-and-management 

Daniel F. and Ada L. Rice Campus 
201 E. Loop Road 
Wheaton, IL 60189 

Dean and Chair 
C. Robert Carlson 

Faculty with Research Interests 
For more information regarding faculty visit the Department of Information Technology and Management website. 

The mission of the Department of Information Technology and Management is to educate and inform students to prepare them to assume 
technical and managerial leadership in the information technology and cybersecurity fields. The information technology and management 
degrees apply a hands-on, reality-based approach to education that allows students to apply what they learn in class to solve real- 
life problems. Additional courses may be taken from the Chicago-Kent College of Law curriculum to give cybersecurity and forensics 
practitioners a thorough grounding in legal issues and compliance. The program provides an innovative experience where students work on 
cutting-edge, industry-sponsored projects. This teaching philosophy prepares students to become innovators, entrepreneurs and leaders of 
the future. For some areas of study, it is possible to complete the entire Master of Information Technology and Management degree online. 

Laboratories and Research Centers 
The School of Applied Technology operates and administers over 400 computers and servers at the Mies and Rice campuses to support 
teaching, learning and research. Ten laboratories include a networking/network security and computer forensics facility, and a dedicated 
Real-Time Communications (RTC) facility which includes an entire CISCO VoIP LAN as well as video and mesh wireless capabilities. The 
security/forensics and RTC laboratories as well as the general-use laboratories provide additional facilities for student projects and applied 
research, some of which is undertaken in conjunction with industry partners. Some laboratories are available for student use outside 
of class hours, and one or more laboratories are available for student use weekdays between 10 a.m. and 10 p.m. at the Rice Campus. 
A wireless network at the Rice Campus provides complete coverage of the campus and operates at all times that the campus is open. 
Students make extensive use of the network infrastructure provided to support personal notebook computers. 

The Center for Cyber Security and Forensics Education 
The Center for Cyber Security and Forensics Education (C2SAFE) is a multi-disciplinary center within the School of Applied Technology. The 
objectives of the Center for Cyber Security and Forensics Education are to: 

• Develop, promote and support education and research in cyber security technologies and management, information assurance, and 
digital forensics across all academic disciplines at Illinois Institute of Technology. 

• Engage with business and industry, government, professional associations, and community colleges to enhance knowledge, awareness, 
and education in cyber security and digital forensics and improve practices in information assurance. 

• Coordinate the designation of Illinois Institute of Technology as a National Center of Academic Excellence in Cyber Defense Education 
by the National Security Agency and the Department of Homeland Security. 

• Maintain resources for education and research in cyber security and digital forensics, publish student and faculty research in the field, 
and sponsor, organize, and conduct conferences and other events to promote and advance cyber security and forensics education. 

• Support university academic departments in the delivery of the highest caliber of cyber security and digital forensics education. 

The center plans, organizes and conducts the annual ForenSecure conference in the spring of each year, as well as additional activities and 
student competitions that advance the mission of the center. 

The center actively cooperates and coordinates activities with agencies of the federal government and with professional organizations and 
programs such as the Information Systems Security Association (ISSA), the Information Systems Audit and Control Association (ISACA), the 
Association of Information Technology Professionals (AITP), the Association for Computing Machinery (ACM), the Institute of Electrical and 
Electronic Engineers (IEEE), UNIFORUM, CompTIA, Infragard, and others. The center makes every effort to engage in joint activities with 
these organizations and to encourage them to engage with the center whenever possible. 

Resources for education and research as well as published student and faculty research in the form of technical reports and white papers 
are available on the center’s website at ccsafe.iit.edu/. 
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Placement Examinations 
Students entering the Master of Information Technology and Management degree program may be required to take placement examinations 
based on an evaluation of their background and their undergraduate degree program. 

Students may be required to demonstrate proficiency in the use of a contemporary object oriented programming language through 
completion of a programming proficiency examination. Students will be requested to complete a representative set of basic programming 
tasks and will have a choice of contemporary programming languages in which to complete the tasks; Visual Basic is not an acceptable 
language for this purpose. References may be consulted, but the test is timed so ability to code is necessary. Students who cannot 
satisfactorily complete the exam may be required to attend a refresher workshop or short course in their selected programming language, or 
may be required to complete an ITM programming course; appropriate action will be based on their score on the exam. 

Students who are not required to complete the Test of English as a Foreign Language (TOEFL) but have low scores on the GRE verbal may 
be required to complete an English evaluation. If students cannot pass the examination or evaluation they will be required to enroll in an 
appropriate PESL course and demonstrate proficiency at course completion. 

Accelerated Courses 
The program may offer accelerated courses for credit in several areas of information technology and management. (Students should see the 
definition of accelerated courses.) 

Accelerated courses provide an opportunity for degree-seeking students at the university to complete graduate degree requirements in a 
shorter time period. If taken by non-degree seeking students, all courses may be later applied toward the Master of Information Technology 
and Management degree for those who apply and are accepted to the degree program. 

Admission Requirements 
Applicants for admission to a professional masters degree must have earned a four-year bachelor's degree from an accredited institution 
with a minimum cumulative undergraduate GPA of 3.0/4.0. International applicants are required to submit a GRE score with a minimum score 
of 300 (combined quantitative and verbal), 151 quantitative, and 3.0 analytical writing and may be required to submit a TOEFL score (see 
Graduate Admission). Applicants for admission to a master of science degree should hold a four-year bachelor's degree in a computing or 
computing-related engineering discipline from an accredited institution with a minimum cumulative undergraduate GPA of 3.0/4.0 and 
minimum GRE score of 305 (combined quantitative and verbal), 151 quantitative, and 3.0 analytical writing; International applicants may be 
required to submit a TOEFL score (see Graduate Admission). Applicants admitted to a master of science degree who do not hold a four-year 
bachelor's degree in a computing or computing-related engineering discipline may be required to complete up to one year of prerequisite 
courses prior to beginning formal graduate studies. Admission as a non-degree student follows the university policy set forth in this bulletin. 

Students whose undergraduate degree is not in a computer-related area or who do not have significant experience or certifications in the 
information technology field will be required to demonstrate proficiency in undergraduate courses that are prerequisites for the graduate 
program. Proficiency may be demonstrated by taking and passing a written exam or taking and passing, with a grade of “B” or better, 
the prerequisite undergraduate courses at Illinois Institute of Technology. Proficiency may also be demonstrated by presentation of 
documentation of equivalent training or certification; in this case waivers of the prerequisites may only be granted by the graduate adviser or 
the ITM associate chair. 

Current prerequisites for the Master of Information Technology and Management include computer hardware and operating system literacy 
(ITM 301 or equivalent coursework, certification, or experience) and an ability to program at a basic level using a contemporary programming 
language (ITM 311 or ITM 312 or equivalent coursework, certification, or experience); basic knowledge of HTML, CSS, and JavaScript 
(ITMD 361); and the ability to create and administer databases using a modern database management system (ITMD 421). Students 
enrolled in undergraduate post-baccalaureate studies (see Graduate Admission) may take these courses as part of that program. 

Current prerequisites for the Master of Cyber Forensics and Security include computer hardware and operating system literacy (ITM 301 or 
equivalent coursework, certification, or experience); an ability to program at a competent level using a contemporary programming language 
(ITMD 411 or ITMD 510); basic knowledge of networking concepts, protocols, methods, and the Internet (ITMO 440 or ITMO 540); and the 
ability to create and administer databases using a modern database management system (ITMD 421). 

Current prerequisites for the Master of Science in Cybersecurity and Digital Forensics include computer hardware and operating system 
literacy (ITM 301 or equivalent coursework, certification, or experience); an ability to program at a competent level using a contemporary 
programming language (ITMD 411 or ITMD 510); basic knowledge of networking concepts, protocols, methods, and the Internet (ITMO 440 or 
ITMO 540); the ability to create and administer databases using a modern database management system (ITMD 421); and completion of a 
program of mathematics culminating in a calculus-based course in probability and statistics (MATH 474). 

Current prerequisites for the Master of Science in Information Technology and Management include computer hardware and operating 
system literacy (ITM 301 or equivalent coursework, certification, or experience); an ability to program at a competent level using a 
contemporary programming language (ITMD 411 or ITMD 510); basic knowledge of HTML, CSS, and JavaScript (ITMD 361); the ability to 
create and administer databases using a modern database management system (ITMD 421); and completion of a program of mathematics 
culminating in a calculus-based course in probability and statistics (MATH 474). 
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Degrees Offered 
• Master of Cyber Forensics and Security 
• Master of Information Technology and Management 
• Master of Science in Cybersecurity and Digital Forensics 
• Master of Science in Information Technology and Management

Certificate Programs 
• Advanced Software Development 
• Cyber Security Management 
• Cyber Security Technologies 
• Data Center Operations and Management 
• Data Management and Analytics 
• Digital Voice and Data Communication Technologies 
• Information Technology Innovation, Leadership, and Entrepreneurship 
• System Administration 
• Systems Analysis 
• Web Design and Application Development 
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Information Technology and Management Assessment Plan 
for Graduate Degrees, 2019-2021 
Assessment plans for 2019-2021 will adhere to the rubric as defined by the IIT Assessment 
Report Evaluation Rubric. One Program Educational Objective in each degree program will be 
assessed each term, and all objectives will be assessed twice in each three-year cycle. The full 
list of Program Educational Objectives to be assessed follows beginning on page 3 below. In 
addition to the Program Educational Objective, course objectives for each course will be 
assessed. Separate plans will be used for the undergraduate and graduate programs. This 
document addresses the courses in the Graduate Program. 

Spring 2019: 
Master of Information Technology and Management (MITM) and Master of Science in 
Information Technology and Management (MSITM) (draft) Program Educational  
Objectives Assessed: 3 
Master of Cyber Forensics and Security (MCYF) and M.S. in Applied Cybersecurity and Digital 
Forensics (MSACDF) Program Educational Objectives Assessed: 2 
M.S. in Applied Cybersecurity and Digital Forensics (MSACDF) Program Educational 
Objectives Assessed: 4 
Student Artifacts: Survey / April 2019 / Evaluation by ITM Curriculum Committee members 

Assignments / May 2019/ Evaluator(s) TBD 
Courses assessed: 

Curricular Area Course 
Software Development (MITM ITMD 510 Object-Oriented Application Development 
        and MSITM (draft)) 
Security & Forensics (MCYF) ITMS 583 Digital Evidence 
Security Technologies (MSACDF) ITMS 549 Cyber Security Technologies: Projects & 

Advanced Methods 
Fall 2019: 
Master of Information Technology and Management (MITM) and Master of Science in 
Information Technology and Management (MSITM) (draft) Program Educational  
Objectives Assessed: 1 
Master of Cyber Forensics and Security (MCYF) and M.S. in Applied Cybersecurity and Digital 
Forensics (MSACDF) Program Educational Objectives Assessed: 3 
Master of Science in Information Technology and Management (MSITM) (draft) Program 
Educational Objectives Assessed: 4 
Student Artifacts: Survey / November 2019 / Evaluation by ITM Curriculum Committee 

Assignments / December 2019 / Evaluators: Evaluator(s) TBD 
Courses assessed: 

Curricular Area Course 
System Technologies (MITM ITMO 540 Introduction to Data Networks & the 
        and MSITM (draft))  Internet 
Security Technologies (MCYF ITMS 548 Cyber Security Technologies 
        and MSACDF) 
Graduate Research (MSITM)(draft) ITMT 597 Special Problems in Information 

Technology 
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Spring 2020: 
Master of Information Technology and Management (MITM) and Master of Science in 
Information Technology and Management (MSITM) (draft) Program Educational  
Objectives Assessed: 2 
Master of Cyber Forensics and Security (MCYF) and M.S. in Applied Cybersecurity and Digital 
Forensics (MSACDF) Program Educational Objectives Assessed: 2 
Student Artifacts:   Survey / April 2020 / Evaluation by ITM Curriculum Committee 

Assignments / May 2020 / Evaluator(s) TBD 
Courses assessed: 

Curricular Area Course 
I.T. Infrastructures (MITM and ITMO 554 Operating Systems Virtualization 

MSITM (draft)) 
Security Technologies (MCYF ITMS 538 Digital Forensics 
        and MSACDF) 

Fall 2020: 
Master of Information Technology and Management (MITM) and Master of Science in 
Information Technology and Management (MSITM) (draft) Program Educational  
Objectives Assessed: 1 
Master of Cyber Forensics and Security (MCYF) and M.S. in Applied Cybersecurity and Digital 
Forensics (MSACDF) Program Educational Objectives Assessed: 1  
M.S. in Applied Cybersecurity and Digital Forensics (MSACDF) and Master of Science in 
Information Technology and Management (MSITM) (draft) Program Educational Objectives 
Assessed: 4 
Student Artifacts: Survey / November 2020 / Evaluation by ITM Curriculum Committee 

Assignments / December 2020 / Evaluator(s) TBD 
Courses assessed: 

Curricular Area Course 
Data Management (MITM and  ITMD 527 Data Analytics 

MSITM (draft)) 
Security Management (MCYF ITMS 578 Cyber Security Management 
        and MSACDF)  
Thesis Research (MSACDF and ITMT 591 Independent Study and Research 

MSITM) 

Spring 2021: 
Master of Information Technology and Management (MITM) and Master of Science in 
Information Technology and Management (MSITM) (draft) Program Educational  
Objectives Assessed: 3 
Master of Cyber Forensics and Security (MCYF) and M.S. in Applied Cybersecurity and Digital 
Forensics (MSACDF) Program Educational Objectives Assessed: 3 
Student Artifacts:   Survey / April 2021 / Evaluation by ITM Curriculum Committee 

Assignments / May 2021 / Evaluator(s) TBD 
Courses assessed: 

Curricular Area Course 
Web Design/Development (MITM ITMD 565 Rich Internet Applications 

MSITM (draft)) 
Security Technologies (MCYF ITMS 543 Vulnerability Analysis and Control 
        and MSACDF) 
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Fall 2021: 
Master of Information Technology and Management (MITM) and Master of Science in 
Information Technology and Management (MSITM) (draft) Program Educational  
Objectives Assessed: 2 
Master of Cyber Forensics and Security (MCYF) and M.S. in Applied Cybersecurity and Digital 
Forensics (MSACDF) Program Educational Objectives Assessed: 1 
Student Artifacts:   Survey / November 2021 / Evaluation by ITM Curriculum Committee 

Assignments / December 2021 / Evaluator(s) TBD 
Courses assessed: 

Curricular Area Course 
I.T. Management (MITM) ITMM 571 Project Management for ITM 

MSITM (draft)) 
Security Technologies (MCYF ITMS 548  Cyber Security Technologies 
        and MSACDF) 

The following program education objectives will be assessed for HLC accreditation purposes: 
Master of Information Technology and Management (MITM) 
Program Educational Objectives 
At the conclusion of their studies, graduates of the Master of Information Technology and Management 
should be able to: 
1. Deliver optimal technical and policy technology solutions for the problems of business, industry,

government, non-profit organizations, and individuals in each student’s particular area of focus.
2. Work with, lead, and manage teams in an enterprise environment to collaboratively arrive at

optimal technology solutions.
3. Manage and deploy information resources applicable to each student’s particular area of focus in an

enterprise setting.

Master of Cyber Forensics and Security (MCYF) 
Program Educational Objectives 
At the conclusion of their studies, graduates of the Master of Cyber Forensics and 
Security degree should be able to: 
1. Design and implement a comprehensive enterprise security program using both policy and

technology to implement technical, operational, and managerial controls.
2. Comprehensively investigate information security incidents and violation of law using computer

resources in a manner such that all evidence is admissible in a court of law.
3. Technically secure enterprise information assets and resources to deter, detect, and prevent the

success of attacks and intrusions.

Master of Science in Information Technology and Management (MSITM) (Draft) 
Program Educational Objectives 
At the conclusion of their studies, graduates of the Master of Science in Information Technology and 
Management should be able to: 
1. Deliver optimal technical and policy technology solutions for the problems of business, industry,

government, non-profit organizations, and individuals in each student’s particular area of focus.
2. Work with, lead, and manage teams in an enterprise environment to collaboratively arrive at

optimal technology solutions.
3. Manage and deploy information resources applicable to each student’s particular area of focus in

an enterprise setting.
4. Conduct and report on significant research in information technology and/or the management of

information technology.
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Master of Science in Applied Cybersecurity and Digital Forensics (MSACDF) 
Program Educational Objectives 
At the conclusion of their studies, graduates of the Master of Science in Applied Cybersecurity and 
Digital Forensics degree should be able to: 
1. Design and implement a comprehensive enterprise security program using both policy and

technology to implement technical, operational, and managerial controls.
2. Comprehensively investigate information security incidents and violation of law using computer

resources in a manner such that all evidence is admissible in a court of law.
3. Technically secure enterprise information assets and resources to deter, detect, and prevent the

success of attacks and intrusions.
4. Conduct and report on significant research in the areas of cybersecurity and/or digital forensics.

Survey drafting and data collection staff: 
Angela Jarka, ITM Department Manager 
Ryan Nelson, ITM Admissions and Recruitment Specialist 

Assessment Evaluators:  
ITM Curriculum Committee  
Faculty members of the Curriculum Committee evaluate Survey Artifacts and make 
recommendations based on evaluations of all assessment artifacts. All full-time faculty members 
are voting members of the committee should they elect to participate.  

Chair: Ray Trygstad, ITM Associate Chair and Industry Professor 
Members: Jeremy Hajek, Industry Associate Professor 

Maurice E. Dawson, Director of the Center for Cyber Security and Forensics 
Education and Assistant Professor 
Louis F. McHugh IV, SAT Computer Systems Manager and Adjunct Industry 
Associate Professor 
Thomas “T.J.” Johnson, Adjunct Industry Professor 
Dan Kahn, Adjunct Industry Professor 

Faculty:  C. Robert Carlson, ITM Chair and Professor 
Karl Stolley, Associate Professor (joint appointment) 
Adarsh Arora, Coleman Entrepreneur-in-Residence and Industry Professor 
William Lidinsky, Industry Professor 
James Pappademas, Industry Professor 
Yong Zheng, Assistant Professor 

All full-time faculty members may be appointed as assessment evaluators for Assignment 
Artifacts. Appointments will be made at the beginning of each term in which assignments will be 
assessed, and the Assessment Plan will be updated to reflect these appointments. 
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