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Information Technology & Management Mission

Educate and inform students to prepare them to assume technical and managerial leadership in
the information technology field and to advance knowledge through research and scholarship.

About the Department of Information Technology & Management

Courses from our department are available at Illinois Tech’s Chicago Mies
Campus live or via videoconferencing, at remote locations via the Internet, and
on occasion at our Rice Campus in Wheaton. Courses are offered on a semester
basis with the fall semester beginning in late August and the Spring semester
beginning in mid-January. Some courses may be offered in half-semester A or B
terms. Because of the strong hands-on emphasis of these programs, many
courses will include a laboratory or laboratory exercises. Lecture courses normally will meet
two days a week for 75 minutes each session, or once a week for 150 minutes. Lab courses
normally will meet two days a week for 100 minutes each session, or once a week for 200
minutes. We have many adjunct faculty members who work each day in the discipline they are
teaching, so many course offerings are in the evening or on Saturday morning when they are
available to teach. To meet the needs of full-time students, we offer as many daytime classes as
possible, and in most cases these courses will be available online for part-time students.
Lecture-only evening courses normally run 6:25pm to 9:05pm one day each week. Evening
courses with laboratories will normally run from 5:35pm to 9:05pm one day each week.

Course Philosophy

Information Technology & Management courses are a careful blend of theory and practical

application.

¢ Applications: A core goal of the Department of Information Technology & Management is to
teach you, the student, practical, hands-on, applied knowledge that can lead to
immediate employment in the information technology field. To this end, ITM courses
will teach the latest applications and tools used in the field, maximizing your
opportunities to make hands-on use of these application and tools. In many instances
courses will be tracked to existing industry certification requirements, giving
immediate employment credibility to course content. Course tracking will be to
vendor-neutral certifications to the greatest extent possible but this does not preclude
the teaching of vendor-specific material when appropriate.

¢ Theory: While ITM courses principally stress practical applications, a solid grounding in
theory is necessary to equip you to cope with the emergence of new technologies and to
advance in your career in the field, given the scope and rapidity of change within the
information technology industry. A good grounding in theory is necessary to meet the
goals of a university education, equipping you with critical thinking skills and the
ability to see beyond “plug-and-chug” solutions all too commonly found in information
technology training courses. This allows you to reason out solutions to problems rather
than relying on canned solutions and blind adherence to procedure.
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Program Objectives

Bachelor of Information Technology & Management Program Objectives
The Bachelor of Information Technology and Management degree produces graduates who
are able to:

*

Problem solve and create innovative answers to provide technology solutions for the
problems of business, industry, government, non-profit organizations, and individuals.
Perform requirements analysis, design and administration of secure computer and
network-based systems conforming to policy and best practices, and monitor and
support continuing development of relevant policy and best practices as appropriate.
Apply current industry, technical, and mathematical concepts and practices in the core
information technologies and recognize the need to engage in continuing professional
development.

Bachelor of Information Technology & Management Student Outcomes

(based on ABET Accreditation Criteria)

Bachelor of Information Technology and Management graduates should be able to:

(a) Analyze a problem and identify and define the computing requirements appropriate to its
solution. [Computing]

(b) Design, implement, and evaluate a computer-based solution to meet a given set of comput-
ing requirements. [Computing]

(c) Communicate effectively with a range of audiences about technical information. [Comput-
ing]

(d) Make informed judgments in computing practice based on legal and ethical principles.
[Computing]

(e) Function effectively on teams to establish goals, plan tasks, meet deadlines, manage risk,
and produce deliverables. [Computing]

(f) Identify and analyze user needs and take them into account in the selection, creation,
evaluation and administration of computer-based systems. [Information Technology]

(g) Assistin the creation of an effective project plan. [Illinois Tech program specific]

Bachelor of Science in Applied Cybersecurity and Information Technology Program Objectives
The Bachelor of Science in Applied Cybersecurity and Information Technology degree produces
graduates who are able to:

*

Problem solve, create, and effectively communicate innovative answers to provide technology
solutions for the problems of business, industry, government, non-profit organizations, and in-
dividuals.

Perform requirements analysis, design and administration of computer and network-based
systems conforming to policy and best practices, and monitor and support continuing
development of relevant policy and best practices as appropriate.

Design and implement an enterprise security program using policy, technology, and
awareness to implement appropriate controls and technically secure enterprise information
assets and resources to deter, detect, and prevent the success of attacks and intrusions.
Investigate information security incidents and violation of law using computer resources in a
manner such that all evidence is usable for fault analysis and, when applicable, admissible in a
court of law.

Apply current technical and mathematical concepts and practices in the core information
technologies and recognize the need to engage in continuing professional development.
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Bachelor of Science in Applied Cybersecurity and Information Technology Student Outcomes
(based on ABET Accreditation Criteria)

Bachelor of Science in Applied Cybersecurity and Information Technology graduates should
be able to:

(a)

Analyze a problem and identify and define the computing requirements appropriate to its
solution. [Computing]
Design, implement, and evaluate a computer-based solution to meet a given set of comput-

ing requirements. [Computing]

(c) Communicate effectively with a range of audiences about technical information.
[Computing]

(d) Make informed judgments in computing practice based on legal and ethical principles.
[Computing]

(e) Function effectively on teams to establish goals, plan tasks, meet deadlines, manage risk,
and produce deliverables. [Computing]

(f) Identify and analyze user needs and to take them into account in the selection, integration,

evaluation, and administration of computer-based systems. [Information Technology]

(g) Assistin the creation of an effective project plan [Illinois Tech program specific]

(h) Apply security principles and practices to the environment, hardware, software, and hu-
man aspects of a system. [Cybersecurity]

(i) Analyze and evaluate systems with respect to maintaining operations in the presence of
risks and threats. [Cybersecurity]

Master of Information Technology & Management Program Objectives
At the conclusion of their studies, graduates of this degree should be able to:

L 4

Deliver optimal technical and policy technology solutions for the problems of business, industry,
government, non-profit organizations, and individuals in each student’s particular area of focus.
Work with, lead, and manage teams in an enterprise environment to collaboratively arrive at
optimal technology solutions.

Manage and deploy information resources applicable to each student’s particular area of focus in an

enterprise setting.

Master of Cyber Forensics and Security Program Objectives
At the conclusion of their studies, graduates of this degree should be able to:

L 4

*

Design and implement a comprehensive enterprise security program using both policy and
technology to implement technical, operational and managerial controls.

Comprehensively investigate information security incidents and violation of law using computer
resources in a manner such that all evidence is admissible in a court of law.

Technically secure enterprise information assets and resources to deter, detect, and prevent the
success of attacks and intrusions.

Master of Science in Applied Cybersecurity and Digital Forensics Program Objectives
At the conclusion of their studies, graduates of this degree should be able to:

& Design and implement a comprehensive enterprise security program using both policy and
technology to implement technical, operational and managerial controls.

+ Comprehensively investigate information security incidents and violation of law using computer
resources in a manner such that all evidence is admissible in a court of law.

+ Technically secure enterprise information assets and resources to deter, detect, and prevent the
success of attacks and intrusions.

+ Conduct and report on significant research in the areas of cybersecurity and/or digital forensics.
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Master of Science in Information Technology & Management Program Objectives
At the conclusion of their studies, graduates of this degree should be able to:

*

Deliver optimal technical and policy technology solutions for the problems of business, industry,
government, non-profit organizations, and individuals in each student’s particular area of focus.
Work with, lead, and manage teams in an enterprise environment to collaboratively arrive at optimal
technology solutions.

Manage and deploy information resources applicable to each student’s particular area of focus in an
enterprise setting.

Conduct and report on significant research in information technology and/or the management of
information technology.

Doctor of Philosophy in Information Technology Program Objectives
At the conclusion of their studies, graduates of this degree should be able to:

*

Demonstrate mastery of one or more core areas of information technology though original research
and published documentation of such research.

Research, design, and deliver optimal technical and policy technology solutions for the problems of
business, industry, government, non-profit organizations, and individuals in the student’s particular
core area(s).

Lead, manage, and work with teams in an enterprise environment to collaboratively arrive at opti-
mal technology solutions.
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Undergraduate and Graduate Catalogs

The specific requirements for completion of each student’s degree are in the applicable
university Catalog. In most cases the Catalog in force in the year the student entered the
program governs their curriculum. Illinois Tech Catalogs are published annually online only at
http://catalog.iit.edu/. The following links will take you to the section of the current Catalog
relevant to a particular degree and situation.

¢ Bachelor of Information Technology and Managementc

% Degree requirements: https://catalog.iit.edu/undergraduate/colleges/computing/information-
technology-management/bachelor-information-technology-management/

% Sample curriculum: https://catalog.iit.edu/undergraduate/colleges/computing/information-
technology-management/bachelor-information-technology-management/#samplecurriculatext

+ Bachelor of Information Technology and Management (transfer students)

% Degree requirements: https://catalog.iit.edu/undergraduate/colleges/computing/information-
technology-management/bachelor-information-technology-management-transfer/

% Sample curriculum: https://catalog.iit.edu/undergraduate/colleges/computing/information-
technology-management/bachelor-information-technology-management-transfer/
#samplecurriculumtext

¢ Bachelor of Science in Applied Cybersecurity and Information Technology

% Degree requirements: http://bulletin.iit.edu/undergraduate/colleges/computing/information-
technology-management-school-applied-technology/bs-applied-cybersecurity-information-
technology

% Sample curriculum: http://bulletin.iit.edu/undergraduate/colleges/computing/information-
technology-management-school-applied-technology/bs-applied-cybersecurity-information-
technology/

¢ Master of Information Technology and Management

% Degree requirements: http://catalog.iit.edu/graduate/colleges/computing/information-
technology-management/master-information-technology-management/
#programrequirementstext

% Specializations: http://catalog.iit.edu/graduate/colleges/computing/information-technology-
management/master-information-technology-management/#specializationstext

¢ Master of Cyber Forensics and Security

% Degree requirements: http://catalog.iit.edu/graduate/colleges/computing/information-
technology-management/master-cyber-forensics-security/#programrequirementstext

¢ Master of Science in Information Technology and Management

% Degree requirements: http://catalog.iit.edu/graduate/colleges/computing/information-
technology-management/ms-information-technology-management/
#programrequirementstext

+ Master of Science in Applied Cybersecurity and Digital Forensics

% Degree requirements: http://catalog.iit.edu/graduate/colleges/computing/information-
technology-management/ms-applied-cybersecurity-digital-forensics/
#programrequirementstext

+ Doctor of Philosophy in Information Technology

% Degree requirements: https://catalog.iit.edu/graduate/colleges/computing/information-
technology-management/phd-information-technology/

More Details: The Undergraduate Catalog and Graduate Catalog list all of the courses in the
university with a brief course description for each. If you want more details for ITM courses, we
have now posted a Departmental Syllabus for every ITM undergraduate course, which offers much
more information about what we will cover in each course. The ITM Departmental Syllabi are
available at http://www.itm.iit.edu/faculty/itmdepartmentalsyllabus.html.
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Faculty Office Hours

As faculty members, you must be available to students outside of class. Your contact information
and published office hour information must be provided to the ITM Department Manager, Kayla
Botica, IT 15D3-2, kbotical@illinoistech.edu, 312.567.5927 prior to the beginning of each term,
but no later than the end of the first week of the term. Full-time faculty members and adjunct
faculty members who are Illinois Tech staff members must provide a work telephone number to
their students. At their discretion, adjunct faculty may share a personal telephone number with
their students, but this is not required or expected. Full-time faculty members and adjunct
faculty members who are Illinois Tech staff members should have a university telephone
number assigned to them, which is a VoIP number that operates in Microsoft Teams; if you do
not have one, please request on through the ITM Department Manager, Kayla Botica, IT 15D3-2,
kbotical@illinoistech.edu, 312.567.5927 .
¢ Full-Time Faculty: Full-time ITM faculty members and adjunct faculty members who are
full-time Illinois Tech employees will establish and publish/post reasonable office
hours. Office hours and location must be given on any course web sites or Canvas and
office hours should be posted prominently on the faculty members’ office door. The
location and times of office hours should match the location (Rice Campus or Mies
Campus) and times (day or evening) of the course. Faculty members should be present
in their office for all posted office hours. When teaching a course that includes part-
time students, faculty members should accommodate them by having some office
hours on evenings and/or weekends. Additionally, faculty members must be available
via email or other electronic means. Due to a variety of circumstances, they may only
be available online or by phone, and that is fine as long as they communicate to you
how to contact you.

¢ Adjunct Faculty: In normal circumstances, ITM adjunct faculty members should maintain
one to two hours of physical presence office hours if possible, and must be available via
email, chat, video conference, or other electronic means. They may keep virtual office
hours via a chat application or instant messaging, but must ensure all students
understand clearly how to contact them if this is their office hour method. At the Mies
Campus, faculty may hold office hours in our 15th floor offices in the Michael Paul
Galvin Tower, either in the Faculty/Staff Lounge (15E4-2) or in the open area beyond the
reception desk. Check with the ITM Department Manager, Kayla Botica, IT 15D3-2,
kbotical@illinoistech.edu, 312.567.5927 for what space might be available during your
scheduled office hours. Adjunct faculty members who are Illinois Tech staff members
may elect to hold office hours in the office assigned to them for their staff position. Due
to a variety of circumstances, you may only be available online or by phone, and that is
fine as long as you communicate to students how to contact you.

Communications

The Department of Information Technology and Management uses several means to
communicate with students.

¢ [llinois Tech Email: Your official illinoistech.edu email address is the primary method of
communication between the ITM Department, your students, and you. It is important
that you check your email often and any correspondence to your students must come
from your university email address. You need to hold students to the expectation that
communications must be by their hawk.illinoistech.edu email address. If you receive
student email from another address, if you chooose to respond, you should always
respond to their hawk.illinoistech.edu email address.

¢ ITM Weekly Newsletter: Any announcements, news and calendar events from the ITM
Department will be published in our weekly newsletter which will be sent to your
illinoistech.edu email every Friday during the fall and spring semesters, and
occasionally during the summer term.
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¢ ITM Loopback Blog: Important announcements, news and calendar events from the ITM
Department as well as IT industry news may appear on the ITM blog,
http://blogs.iit.edu/itm_loopback/. Student bloggers are welcome as well; if you would
like to blog on Loopback, please contact ITM Department Manager, Kayla Botica, IT
15D3-2, kbotical@illinoistech.edu, 312.567.5927

¢ The ITM Linkedin Group: https://itm.iit.edu/linkedin/.

Academic Honesty

Each student must read and understand both the Code of Academic Honesty in the The Illinois
Institute of Technology Student Handbook at
https://www.iit.edu/student-affairs/student-handbook/fine-print/code-academic-honesty and the
Academic Honest Guidelines published by Academic Affairs at https://www.iit.edu/academic-
affairs/academic-honesty-guidelines. By ITM Department Policy, a student committing an
Academic Honesty Violation, will, at a minimum, be assigned a grade of zero for the assignment.
If it is a second offense the student will be given a failing grade for the class which will also result
in the loss of approval for participation in Curricular Practical Training (CPT) and/or
Co-op/Internship programs. On a third offense, the department will recommend that the student
be dismissed from the university.

INFORMATION TECHNOLOGY AND MANAGEMENT POLICY ON ACADEMIC HONESTY VIOLATIONS
Sanctions for Information Technology and Management students

When an Information Technology and Management student is found to be in violation of the
academic honesty standards of the university, the faculty member involved must follow the
steps outlined in the Academic Affairs Academic Honesty Guidelines and after consultation with
the Designated Dean of Academic Discipline (DDAD) complete the necessary actions. For the
Mies Campus, the DDAD is the Vice Provost for Academic Affairs, currently Professor Kevin
Cassel, cassel@illinoistech.edu / 312.567.5939. Faculty members must also submit a copy of the
Academic Honesty Reporting Form to the ITM Department Chair. A fillable PDF copy of the
Academic Honesty Reporting Form may be found in appendix A to this Handbook.

Program and Course Prerequisites

Prerequisites for courses and degree programs may be fulfilled though prior college course

work, industry certifications or experience, or credit by examination.

¢ Graduate Prerequisite: Although a bachelor’s degree is required for admission to the
graduate degree program, courses equivalent to the required prerequisite courses for
the program, ITM 301, ITM 311 or 313, ITMD 361, and ITMD 321 may be completed at
many community colleges prior to enrollment in the degree program. Students should
check with their adviser to ensure that the course they select meets the equivalent ITM
requirement.

¢ Prerequisites for the Master of Cyber Forensics and Security and the Master of Science in Applied
Cybersecurity and Digital Forensics: These degrees requires extensive prerequisites which
may add an additional semester of study to the curriculum for students who have not
fulfilled these requirements prior to enrolling. See the Graduate Catalog for full details.

¢ Waiver of Prerequisites Based on Certification or Experience: Program or course
prerequisites may be waived based on industry certifications or significant experience.
This waiver can be granted for courses by advisers, course instructors of the course the
prerequisite is required for, or by an ITM Associate Chair. See below for credit by
examination information.
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Credit by Examination

Credit by examination may be granted for any course as per current university policy as found
in the Undergraduate Catalog at http://catalog.iit.edu/undergraduate/academic-policies-procedures/
credit-by-examination/. Undergraduates—especially transfer students—should take note that any
credit granted by examination must be completed prior to beginning the last 45 hours of
coursework for their degree. For graduate students, credit by examination may be granted for
any course as per current university policy as found in the Graduate Catalog at
http://catalog.iit.edu/graduate/academic-policies-procedures/academic-progress/credit-by-
examination/. Credit by examination for graduate students is limited to nine credit hours with
grades of “A” or “B” and is subject to the limitations for transfer credit in a degree program. ITM
Department policy on credit by examination is below.

¢ Credit by Examination and Industry Certifications: Industry certifications may be used as the
examination for credit by examination, but this credit will not normally be granted after
the end of the first semester of studies in a degree. Many industry certifications may fulfill
course requirements; while we recognize their value and applaud students who hold them,
we cannot at this time grant course credit for Cisco certifications. Students who have
industry certifications that they believe may fulfill course requirements should contact
ITM Associate Chair Jeremy Hajek (hajek@illinoistech.edu or 630.296.4012), for evaluation
of their certification.

¢ Administration of Examinations for Credit by Examination: A student desiring to complete a
course through credit by examination will complete the Credit by Examination form by
logging into MylIIT to access the form at
https://pws.iit.edu/cas?destination=/system/files/registrar/credit-proficiency-exam-
form-1674847693.pdf, make their payment, and bring the form to the instructor for the
applicable course. The form states that students should “obtain the signature of the
Director of Student Accounting” but if they have paid the fee online they should attach a
copy of the receipt reflecting payment. The instructor may administer the midterm (if
applicable) and final examinations from the most recent offering of the class, or may
administer an oral examination, to verify that the student possesses an adequate level of
knowledge to complete the course. Upon completion of the examination, the instructor
will assign a grade on the form; if the student does NOT possess the necessary level of
knowledge a failing grade will be assigned. After assigning the grade and signing the form the
instructor must return the form in person to Kayla Botica in the ITM Department office.
Once a student hands the instructor the form, the student may not possess or handle the
form again.

¢ Application of Course Credits Earned in a Coursera Degree Program: Application of course
credit earned in an Illinois Tech Coursera program to other degrees in the university will
be determined in consultation with the Vice Provost for Learning Innovation.
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Placement Examinations

Students entering the Master of Information Technology and Management degree program
may be required or may elect to take placement examinations based on an evaluation of their
background and undergraduate degree program.

Subject Placement Examinations: Students entering the Master of Information Technology and
Management degree program who desire to have a prerequisite or core course waived
based on previous coursework or significant experience may be required to complete a
placement examination in that subject area. The determination for the necessity of a
placement exam will be made by the student’s Graduate Adviser. Application development
course waivers require a placement examination ensuring students can use a
contemporary object-oriented programming language; students will be requested to
complete a representative set of basic programming tasks and will have a choice of
programming languages in which to complete the tasks, but Visual Basic is not an
acceptable language for this purpose. For all exams, references may be consulted, but each
test is timed such that knowledge and experience in the subject area is necessary. Students
who cannot satisfactorily complete the exam will be expected to complete the applicable
prerequisite or program core course. When directed to take a placement examination,
students will contact the ITM Department Manager, Kayla Botica, IT 15D3-2,
kbotical@illinoistech.edu, 312.567.5927 to arrange for administration and grading of the
examination.

English Proficiency

Good written and spoken English skills are essential for students completing our degrees. If

you find you have a student who is seriously deficient in either area, please call it to the atten-

tion of the student's adviser and provide some representative examples of the students work to
illustrate your concern. If we allow students to complete our degrees with unacceptable lan-
guage skills, we are doing both the student and the department a disservice. We have great in-
frastructure to assist non-native speaking students with their English skills through our Eng-
lish Language Services office (https://www.iit.edu/els), but we have to know who these folks are
to help them. Native English speakers with seriously deficient skills are much harder to assist
and we need to identify them very early on if we are going to help them.

+ Students who have low scores on the Test of English as a Foreign Language (TOEFL), those
who are not required to complete the TOEFL but do not have English as their first language, or
who have very weak scores on the GRE Verbal may be required to complete an English assess-
ment examination. Based on the outcome of the assessment, students may be required to en-
roll in and successfully complete one or more Proficiency of English as a Second Language
(PESL) courses.

+ Assistance is available for written and oral assignments at the Illinois Tech Writing Center,
located in Siegel Hall, Rooms 232-233. Tutors are available during the fall and spring semesters
to assist all Illinois Tech students, free of charge. . The Writing Center provides individual, 30-
minute meetings for students. They can assist students with any stage in the writing process,
from brainstorming and outlining to final touches and reference sheets, as well as issues such
as grammar, punctuation, and spelling. For more information, please see https://human-
sciences. iit.edu/humanities/writing-center.
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Graduate Course Differentiation

For valid academic reasons we have courses in our curricula which place both undergraduate
and graduate students in the same classroom with the same lectures and other instructional
material delivered to them. When courses are offered with both undergraduate and graduate
students enrolled in common lecture and/or lab meetings, course expectations, outcomes, as-
signments, and grading standards will be differentiated within the courses to reflect the higher
level of achievement expected of graduate students. In accordance with expectations of our
university accrediting agency, there must be a clear differentiation between undergraduate
and graduate work in these cross-listed courses as described below.
¢ Course Numbering: When courses are offered with both undergraduate and graduate sec-
tions sharing the same classroom instruction and instructor, the course will have both
3XX or 4XX section numbers and corresponding 5XX section numbers. As an example,
ITMO 340 has a corresponding ITMO 540 course offering. Graduate students may not en-
roll in any course not a 5XX or 6XX course except as a prerequisite.
¢ Syllabus: Undergraduate and graduate sections shall each have their own syllabus even
when taught in common lectures. These will reflect differences in course outcomes,
course student outcomes, and assignments.

% Outcomes and Objectives: Outcomes and learning objectives for the undergraduate
component of cross-listed courses focus primarily on providing students with
basic knowledge needed to understand and apply methods and procedures per-
taining to materials covered in the course. In addition to the outcomes and
learning objectives for the undergraduate component, the graduate component
of cross-listed courses may include one or more of the following additional ob-
jectives: (i) design and conduct experiments, (ii) analyze and interpret data, (iii)
gain experience in the design of systems or processes within practical con-
straints, (iv) gain experience working on multidisciplinary teams, (v) deepen
knowledge of a subject by synthesizing the scientific literature, (vi) improve
technical communication skills, and/or (vii) provide an opportunity to mentor
undergraduate students. In addition, similar or related outcomes for undergrad-
uate and graduate students may be differentiated to reflect expectation of a
greater depth of knowledge of a topic by graduate students; for example, where
an undergraduate outcome may read “Describe the [process or procedure],” the
graduate section may read “Explain the [process or procedure].” Explanation of
a topic is inherently more complex than description and reflects a knowledge
level appropriate to graduate studies. Similar differentiation might include “Re-
call...” in an undergraduate objective while the graduate objective reads “Recall
and describe...”

¢ Effort Expected of Graduate Students: In courses where undergraduate and graduate sections
are cross-listed, graduate students are expected to demonstrate a substantively higher
level of accomplishment than is expected of undergraduates.

% Assignments: In order to ensure graduate-level work is performed by graduate stu-
dents in cross-listed courses, assignments reflecting a much greater level of ef-
fort on the part of graduate students must be assigned. If the course otherwise
has no paper or project assigned (for example, in a system administration
course), graduate students may be required to complete a research paper or
project. If a programming project is assigned, the level of complexity and effort
required for projects completed by graduate students will be demonstratively
greater than that assigned to undergraduates, and should reflect an ability to
synthesize or arrive at solutions beyond the scope expected of undergraduates.
Other additional differentiation in assignments could include advanced prob-
lem solving or design applications; additional discussion items required in
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homework problems and/or exams; or an assigned supervisory roles in group
projects. If a paper or project is assigned, the scope and deliverables of the as-
signment for graduate students will reflect a greater expectation of complexity
and effort required than that expected of undergraduates; for example, an un-
dergraduate term paper may be four to six double-spaced pages while a gradu-
ate paper may be expected to be eighteen to twenty pages with a far higher ex-
pectation of literature review and background research. Another possible av-
enue of differentiation might be a take-home essay section of the final exam for
graduate students only. Identical assignments for graduate and undergraduate
students in a cross-listed course may be assigned, and may be graded to differ-
ent standards for graduate students reflecting higher expectations. It is critical
that this differentiation take place, and that undergraduate students enrolled in the un-
dergraduate sections of the class not be expected or required to bear a graduate-level
workload.

%  Readings: Graduate students may, and in most instances should, be assigned more

extensive reading in a course than undergraduates. Readings may be from
supplementary online resources or from additional course texts, and certainly
may be listed as optional reading for undergraduates. These additional read-
ings may also lend themselves to the formation of additional outcomes and
objectives for graduate students.

& Assessment: Graduate students will be assessed against course outcomes and ob-

jectives, and the program outcomes for their graduate degree. Graduate de-
gree outcomes are broad in nature but become specific when placed in the
context a particular course. “Manage and deploy information resources appli-
cable to each student’s particular area of focus in an enterprise setting,” while
broad in general, will become very specific when a course is the particular
area of focus of the student’s study. Assessment tools will be formulated to re-
flect this fact.
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Syllabus

Instructors must provide a detailed syllabus for students delineating the objectives and outcomes
of the course. The content and objectives must substantially match those found in the official
course outline or departmental syllabus syllabus if one has been provided by the ITM Department.
A detailed syllabus with clearly stated student outcomes is a necessity for the ongoing success and
academic validity of our program. (Instructors should also detailed specific learning objectives for
each lesson.) Undergraduate and graduate courses taught in a shared lecture section must each
have their own syllabus; for example, if you are teaching ITMS 478 and ITMS 578 in a common
lecture, ITMS 478 and ITMS 578 must each have a separate syllabus as noted in “Graduate Course
Differentiation” above. These will reflect differences in course outcomes, learning objectives, and
assignments.

+ Key Things to Consider: Please ensure you consider these things, which are departmental
policy, as you draft and post your syllabus.

% The syllabus is a contract between you and your students, and must be treated as such.
If you change the topics in your course, or your assignments, or any other significant
facet of the course, you need to issue a revised syllabus reflecting these changes. Stu-
dents are expected to know and understand what is in the syllabus. A statement reflect-
ing the status of the syllabus as a contract is in the ITM Example Syllabus Statements file
at http://itm.iit.edu/faculty/syllabus/. If you change the topics in your course, or your as-
signments, or any other significant facet of the course, you must issue a revised syllabus
reflecting these changes.

% The syllabus must include a grading discussion which must address two things: a
breakdown of how letter grades relate to percentage grades or points, and how much
weight is carried by each category of graded material. It is required that both of these
be in writing and be included in the syllabus. This protects both you and the students
from ambiguity. Examples of both are in the Grading section below and in the ITM Ex-
ample Syllabus Statements. Please ensure you don'’t leave any gaps in your grading break-
down, because if 80%-89% is a B and 90%-100% is an A, what does an 89.7% get?

¢ Syllabus Content: A course syllabus will cover expected course and student outcomes for the
course; topics covered in the class; homework assignments; projects; exams; grading
policies; and a clear policy on handling late assignments/projects and academic
irregularities.

¢ Online Course Exam Information: For online section of a course, the instructor should pro-
vide midterm and final exam process details for you in the syllabus, i.e. will the exam be
available online, either as a regular exam or as a take-home exam? Will the exam be admin-
istered live only? What arrangements should students with final exam time conflicts make?
If live only, will the exam be available at both Main and Rice Campuses? Center for Learn-
ing Innovation can make exam proctors available, but you instructor must request them
and send a copy of your exam. Please note that while instructors may permit online stu-
dents, at their own discretion, to take an exam on-campus with the class, instructors cannot
require an online student to appear in-person on campus for exams or for other any rea-
son.

+ Syllabus Format: The syllabus shall follow the format listed below; asterisks (*) indicate
mandatory items.
* Course Number - Course Name
* Term
* Faculty Data
Name
Mailing Address (May use 10 W. 35™ St. Suite 15004, Chicago, IL 60616)
Telephone Number (Can be home, office, cell, or faculty/staff number)
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Office Number (If an office is assigned; otherwise use Galvin Tower Suite 1500A)
Office Hours (If office hours are virtual via chat application or instant messaging, full contact
details must be provided)
Email Address (all faculty members must provide students with your illinoistech.edu email
address)
Course Catalog Description
Prerequisites
Credit

*

Lecture Day, Time & Place(s)
Lab Day, Time & Place(s)
Schedule of Topics
Week-by-week
Specific lesson objectives

Course Outcomes (Key or representative broad learning objectives for the course)

Course Student Outcomes (Specific, measurable things that students should be able to do at the end of the course.)
Learning Objectives (Note: Specific topics should have Learning Objectives but there is no requirement
Course Notes that they all be in the syllabus; they can be in course notes or even as a stand-
Textbook information alone document for each topic)

including ISBN and whether textbook is Mandatory or Optional. It should also be noted
if previous editions of the book are acceptable or not. Generally in IT they will not be.
Readings (may be online)

Week-by-week
Assignments
Extra Credit (assignments, policy, etc.)
Examination(s) (Include online examination information as appropriate)
Academic Honesty (Example in ITM Example Syllabus Statements)
Grading

Other Class Resources
Disability Accomodations (Example in ITM Example Syllabus Statements)

¢ Outcomes: Course outcomes and learning objectives must be presented in the format found

in the ITM Learning Objective Guidelines v6; each lesson, lecture, lab, practical exercise

or assignment must have specific objectives as per the Guidelines, which are located at

http://www.itm.iit.edu//faculty/ITMLearningObjectiveGuidelines_v6.pdf. Details on how to cre-
ate Course Outcomes, Course Student Outcomes, and Lesson/Specific Objectives are in
the Guidelines. Every “Course Student Outcome” section should consist of bullet points,
preceded by a statement like “At the conclusion of this course each student should be able
to:” Each individual outcome should start with a verb like these: describe, explain, apply,
demonstrate, perform, configure, create, draft, etc. A full list of these is in the ITM Learning

Objective Guidelines v6. One word to never use: “understand”, because it cannot be ade-

quately measured. You can use understand in the “Course Outcomes,” because they are

general and not necessarily measurable, but never in the “Course Student Outcomes.”

Outcomes and objectives must be different for graduate students in courses with

shared lecture content with an undergraduate course, such as ITMS 478/ITMS 578, and

reflect a higher level of rigor and expectations. If an undergraduate degree student out-
come is specifically met in your course (see page 3 above), it should be included in your
course learning objectives.

% A tremendous source of student outcomes/learning objectives are the competencies
cataloged in the 2017 Curriculum Guidelines for Undergraduate Degree Programs in
Information Technology (IT 2017) and the 2017 Curriculum Guidelines for Post-Sec-
ondary Degree Programs in Cybersecurity (CSEC 2017); we've broken these out into
excepts covering specific knowledge areas at http://www.itm.iit.edu/faculty/#external.
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These can be used for course and even specific lesson student outcomes and they
are a HUGE shortcut to drafting these things, because some of the best minds in
our field worked long and hard to create these.

¢ Online Course Exam Information: If you are teaching a course online, provide midterm and

final exam process details for your online students in your syllabus, i.e. will the exam be
available online, either as a regular exam or as a take-home exam? Will the exam be ad-
ministered live only? What arrangements should students with final exam time conflicts
make? If live only, will the exam be available at both Main and Rice Campuses? The Cen-
ter for Learning Innovation can make exam proctors available; all you have to do is re-
quest them and send a copy of your exam—to do so contact Chuck Scott (scott@illinois-
tech.edu). For true distance learning students—i.e. outside the Chicago area—please ask
Chuck Scott to make proctoring arrangements with those students as necessary. If you
have have an India Internet section, forward your exam and arrange proctoring with our
Operations Director in Bangalore, SivaKumar Dandapani (india@illinoistech.edu).

¢ Top Ten Employability Skills: If an outcome or objective of your course makes a significant con-

%

©

tribution to any of the employability skills listed here, please note that in your syllabus.
Communication skills: Listening, speaking and writing. Employers want people who
can accurately interpret what others are saying and organize and express their thoughts
clearly.

Teamwork: In today's work environment, many jobs involve working in one or more
groups. Employers want someone who can bring out the best in others.

Analytical & problem solving skills: Employers want people who can use creativity, rea-
soning and past experiences to identify and solve problems effectively.

Personal management skills: The ability to plan and manage multiple assignments and
tasks, set priorities and adapt to changing conditions and work assignments.
Interpersonal effectiveness: Employers usually note whether an employee can relate to
co-workers and build relationships with others in the organization

Computer/technical literacy: Although employers expect to provide training on job-spe-
cific software, they also expect employees to be proficient with basic computer skills.
Leadership/management skills: The ability to take charge and manage your co-workers,
if required, is a welcome trait. Most employers look for signs of leadership qualities.
Learning skills: Jobs are constantly changing and evolving, and employers want people
who can grow and learn as changes come.

Academic competence in reasoning and math: Although most jobs don't require calcu-
lus, almost all jobs require the ability to read and comprehend instructions and per-
form basic math.

Strong work values: Dependability, honesty, self confidence and a positive attitude are
prized qualities in any profession. Employers look for personal integrity!

¢ Syllabus Submission: Your syllabus must be posted in the Canvas pages for your course as a

PDF file under the menu item Syllabus. You must submit your syllabus to the department
by posting both the source files (Word, LibreOffice, RTF or text file) and PDF copies of
your syllabus in the ITM Faculty Microsoft Team under Files in the ITM Syllabi directory
for the current term by the end of the first week of the course. Each submitted syllabus
must meet all requirements as published in the ITM Faculty Information and Departmental
Policies. The Department has administrator access to Canvas and we will be confirming
that a syllabus is posted in the Canvas course pages for every course. The copy posted to
your course Canvas pages must be a PDF file; DO NOT post a syllabus for students as a
Word or text file.
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WHAT'S YouR
LATE HOMEWORK
Poliy?

IT'S IN TI-IE SYLLABUS

This message brought to you by every instructor that ever lived.

Cartoon used by permission from “Piled Higher and Deeper” by Jorge Cham, www.phdcomics.com

Grading

Suggested (not required) grading standards for undergraduate students:

A Outstanding work reflecting substantial effort.............ccccciiiiiiiiiiiiiie e, 90-100%
B Excellent work reflecting g00d effOrt........cooiiiiiiiiiiiiii i 80-89.99%
C Adequate work meeting minimum expected reqUITEMENES. .........ueeerieieeeeiiieeeeeieeeeeeinnnns 70-79.99%
D Substandard work not meeting reasonable expectations.............uveeeeeiiiiiiiiieeiiiiiieeaee, 60-69.99%
E Unsatisfactory WOrk (FQIL)..........ouuuuiiii i 0-59.99%

International students must attain a grade of B to pass ELP (English Language Program)
courses but otherwise are graded as above.
Suggested (not required) grading standards for graduate students:

A Outstanding work reflecting substantial effort............cooviiiiiiiiiiiii i 90-100%
B Adequate work fully meeting that expected of a graduate student....................cc...ccc...... 80-89.99%
C Weak but marginally satisfactory work not meeting expectations............coeueeeeeueeeeeeeeennn. 65-79.99%
E Unsatisfactory WOTK (FQIL)..........uuuuiiiiii e 0-64.99%

There is no grade of D for graduate students. There is no grade of D for graduate level
coursework for CEU students. Some faculty members choose use 70% as the lowest passing
grade for graduate students, while others may use higher floor levels for a B grade. Identi-
cal graduate and undergraduate assignments in a cross-listed course may be graded to dif-
ferent standards for graduate students reflecting higher expectations.

¢ Assignments: Assignment in this context includes all work submitted by students to fulfill
course requirements except for exams, and typically includes lab reports, research pa-
pers, projects, programs, homework and quizzes. Every course must include a mini-
mum of one graded assignment with grades returned to students before the final day to
withdraw from the course. Multiple assignments for a course must be reasonably
spread over the course of a semester and each must have a due date and a final late ac-
ceptance date; these may be the same date. In-class reviews of assignments may not be
held until after the final late acceptance date. No course may have all course assign-
ments due at the end of the semester. In order to better facilitate the use of rubrics and
other tools for assessment, all assignment submissions should be via Canvas. Submis-
sions may be a link to a code repository such as Github, or to a web location, but links
must be submitted via Canvas for record purposes.
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¢ Examinations: Every course must have a final examination. Examinations may be in class
or take-home; in-class examinations may be open- or closed-book. For courses where it
is appropriate, the final examination may be a final project or research paper
presentation. However, all instructors must give one closed-book, closed-note exam
each term unless specifically waived by the department; this exam may be a mid-term
rather than a final, and distance learning students must have this exam proctored by
arrangement with the Illinois Tech Center for Learning Innovation. Final examinations
that are not “take-home” exams must be completed in a single, uninterrupted two hour
increment, even if administered online. It is the policy of both the university (implicit)
and the department (explicit) that in-class final examinations may not be administered
before the scheduled time and date. If a student books a flight home before their
examination time, the exam may not be administered early—and the student should
receive a grade of zero on the examination if they fail to appear for the exam. Students
in an online section should schedule exam proctoring with the Center for Learning
Innovation, but cannot expect the exam to be administered before the scheduled time
and date.

¢ Submission of Grades: Faculty members will submit grades for all courses online through
either the grade submission form in Canvas or the Faculty Dashboard in the Illinois
Tech Portal; the exact day and time for grade submission will vary but will be in the
Registrar’s Grading email near the end of each term. As a general rule, it will be noon
on the first Wednesday after the end of the Final Exam period. Student grades will
normally appear on unofficial transcripts in MyIIT within a few minutes of posting.

¢ Grade Changes: Change of grade policy can be found at https://pws.iit.edu/registrar/change-
grade-policy. Change of grade requests are made online through a link found in the Illi-
nois Tech Portal by searching for “Change of Grade Request Form.” The form found
there is currently a Google form but it probably does not work so expect to see a re-
placement.

¢ Attendance: Class attendance is expected of all students enrolled in live (i.e. not online)
sections of a class. At the instructor’s discretion, students in live sections who do not
attend class may be penalized in a class participation component of the course grade;
this should be explained explicitly in the course syllabus. Faculty members are
required to take attendance in all 100- and 200-level courses and may always elect to
take attendance in any course.

Students enrolled in asynchronous online course sections MAY NOT be required or
compelled to attend a class session or examination in person under any circumstances.

¢ Extensions for Completion of Courses: Students may be assigned a grade of I (incomplete) if the
student requests it, all requirements for assignment of an I are met, in the instructor’s
opinion there is a valid reason for an extension of time to complete their coursework, and
the Department grants approval. A grade of | will be assigned only in case of illness or for
unusual or unforeseeable circumstances that that prevent the student from completing
the course requirements by the end of the term. Students must apply to the instructor in
writing for a grade of incomplete, using the request form at
http://www.itm.iit.edu/incomplete/. Students may not seek an incomplete before the last
day to withdraw from the course and must request a grade of incomplete prior to final
examination week. If you as the instructor approve it, the student’s request will be
forwarded to the Registrar’s Office for final approval. Students must meet the university
Academic and Department Regulations requirement that students have “substantial
equity” in the course and the written agreement between the you and the student must
detail the remaining requirements to complete the course. Grades of I will automatically
lapse to E on the published deadline of the subsequent term. Please bear in mind that the
only acceptable reasons for an | are either illness or unusual/unforeseeable
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circumstances. The fact that a student may have fallen behind in course work when
neither of these situations exists is NOT adequate cause to award an incomplete. In these
cases you should award students the grade they have earned in the class. If you deny a
student’s request for an incomplete based on a lack of adequate grounds and the student
has issues with that, please refer them to discuss it with the appropriate ITM Associate
Chair or the Office of the Dean.

¢ Withdrawal from a Course: If you determine that a student will be unable to complete a
course with a passing grade, you should advise them to withdraw from the course
rather than have the failing grade appear on their transcript. The deadline for
withdrawal is normally six weeks prior to the end of the term; consult the academic
calendar (https://web.iit.edu/registrar/academic-calendar) for the current term for the
exact date. A grade of W will be administratively assigned to undergraduates and WP
(withdrew passing) or WF (withdrew failing) will appear for the course on graduate
students’ transcripts. This grade does not apply toward GPA and no credit is awarded
for the course, but payment is still required for the course if the student is a graduate
student or a part-time undergraduate. If a full-time undergraduate drops below twelve
credit hours for the term by withdrawing, they can expect to be on academic probation
the following term due to failure to make adequate academic progress; generally this is
still preferable to receiving a failing grade in a course. If a student has been ill or have
other mitigating circumstances that have prevented them from submitting their work
in the final few weeks of the course, they should discuss this with you before they
withdraw; if they present a good case and meet the criteria, at your discretion they may
be granted an extension to complete the course by awarding a grade of Incomplete (see
above).

¢ Not Attending: If a student stops attending class, at the mid-term you need to assign them a
grade of NA (not attending), if it is available. This does not impose a requirement to
submit any other grades at the midterm—but as a reminder, first and second year
undergraduates really should be assigned a midterm grade. If a student stops attending
but you determine that the student has participated substantively in the course and has
not withdrawn by the end of the course, you must assign a failing final grade of E; NA is
not a valid final grade.

¢ Extra Credit: If a faculty member desires to allow students to earn extra credit in a course,
the extra credit must be applied to their grade after the final grade calculations for the
term have been made. This is to prevent extra credit points from “skewing the curve” or
otherwise penalizing students who elected not to do the extra credit assignment(s).
Policies for awarding of extra credit should be explicitly stated in the course syllabus.
If there is no policy for extra credit included in the course syllabus, students should not
expect an instructor to grant extra credit.

¢ Retention of Graded Examinations: Faculty members may elect to retain completed student
examinations after they have been submitted and graded, or may return them, but in
all cases students must be allowed an opportunity to review their graded examination
upon request. If faculty members elect to retain graded examinations, they must be
retained for three years following the completion of the course. See the discussion on
Student Intellectual Property below for a discussion of other retention of coursework.

¢ Appeal of Final Grades: Grades a student has earned based on their work in a course are final.
If the minimum score to earn a grade of A in a course is 90% and a student has earned a
score of 89.97%, their grade is a B. We point out to them that if they are unhappy with the
grade they have earned at the end of the term, pleading with the instructor will probably
be a waste of both your time and the their time. Students cannot do additional work after
a grade has been submitted to change their grade. University policy on grade appeals is
in the Student Handbook, section IV. Academic and Department Regulations, paragraph R
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at https://www.iit.edu/student-affairs/student-handbook/fine-print/academic-and-
department-regulations.

% If a student does want to appeal a letter grade assigned in a course, they should first
confer directly with you as the course instructor. If you and the student cannot come to
an agreement, they should contact an Associate Chair of the Department. If necessary,
they can appeal to the Chair of the Department and to the Dean of the College of
Computing. Appeal of a final course grade should be initiated within two weeks of the
end of the term.

Classroom Conduct

Students are expected to conduct thwemselves in a professional manner showing courtesy to

the instructor & their fellow students. The following standards are published in the student

information publications and compliance is expected

¢ Professional conduct includes participation in group activities and discussions. Making an active,
positive contribution may help a class participation grade and will improve not only the student’s
experience, but also the experience of the entire group. Students refusing to participate in group
projects should expect to receive a failing grade for the project.

¢ Unless required to accommodate a student disability, students should turn off cell phone ringers
and other distracting electronic devices and leave them off while class is in session. If you request
that students not use notebook PCs, tablets, or smartphones while in class, they should respect that
request and comply. Failure to comply may be reflected in a class participation grade.

¢ Students may use voice or video recording devices in lectures as long as their use does not disrupt
class proceedings.

If students are late to class, they should enter the classroom and take a seat as quietly as possible
Students should not engage in conversations while an instructor, lecturer, or fellow student is
speaking.

¢ If aclass exceeds seventy-five minutes, there will generally be a break in the middle of each meeting
of the class; students should return from the break promptly and be in your seat at the appointed
time.

% Students should use restraint and good judgment when bringing food and drink items into the
classroom.

Course Evaluations

Student evaluations of our courses are considered to be a critical component in the continuous
improvement of our program offerings. Course evaluation results are reviewed by senior
academic administration as well as the departmental staff as just one component of the normal
administrative review of instructor performance. The evaluation data and comments will also
be available for review by each instructor (after grades have been submitted) to help improve
the course. Evaluations are completely anonymous and confidential; evaluation results and
comments are available to the instructor only without identifying information.

o Submission of ITM course evaluations: Course evaluations are made available under students’
Academics tab in the MyIIT portal. Evaluations are conducted the last two weeks prior
to the exam week of each academic semester, and students cannot access evaluations
after Sunday night prior to exams. Constructive feedback from our students is very
important to us, both positive and negative, and it is important that students
understand that their submission will be completely anonymous and confidential. Please
encourage your students to complete their evaluations to help us improve our program;
they really are important to us.
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Course Assessments

In order to ensure that our students are attaining the outcomes that we have established for
our degrees and for each course that we offer towards a degree, we have established a formal
assessment process. Assessments may be conducted by evaluating assignments in the course
to measure attainment of outcomes using a rubric, by surveys of the students in the course,
and by surveys of the faculty member teaching the course. Between three and seven courses
are assessed each term. Assessments create a baseline that we can measure against for
evidence of improvement, and allow us to identify flaws, shortcomings, and issues with
courses to support a process of continuous improvement. Assessments and the process of
continuous improvement they facilitate are an important facet of ITM program accreditation
by the Computing Accreditation Commission of ABET and university accreditation by the
Higher Learning Commission. Much of the responsibilities for assessments are borne by the
ITM professional staff; please provide them will full cooperation as they carry out these
important tasks.
¢ Assessment Plan: Two three-year Assessment Plans—one for graduate degrees and one for
undergraduate degrees—are published by the department and are updated each term.
For undergraduate courses, one program educational objective and two to four student
outcomes will be assessed each term, and for graduate courses, one program objective
will be assessed each term. All objectives and outcomes will be assessed twice in each
three-year cycle. In addition to the objectives and outcomes for the degree, course
objectives for each course will be assessed. If your course is being assessed you will
receive an email with details at the beginning of the term. We will specifically identify
which objectives and outcomes are being assessed in your course; assessible program
objectives and outcomes are on pages 2 and 3 of this handbook. Assessment Plans should
be available at http://itm.iit.edu/faculty/#assessment.
¢ Course Assessment Surveys: These surveys are conducted by ITM Department staff during the
final weeks of each course being assessed. The surveys ask students to evaluate how
well they have achieved each of the course and program outcomes covered in the
course. Please encourage students take the surveys seriously as they are very important
to the ongoing process of improving what we do to ensure we are delivering the best
possible education to our students. Please help us ensure that all students are present
in class for the surveys.
¢ Faculty Assessment Surveys: These surveys are conducted by ITM Department staff after the
end of a semester, and asks faculty members to evaluate how well they believe their
students achieved each of the course and program outcomes covered in the course. They
will not be given every term and not necessarily in every course.
¢ Assignment Assessment: If your course is being assessed, the faculty member shall identify
one or more assignments in the course that can be graded using a rubric measuring
attainment of one or more of the objectives and outcomes being assessed. We will
assist you in design and drafting of appropriate rubrics.
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Student Intellectual Property

The intellectual property discussion here is supplemental to policy in the university Student

Handbook, Chapter IV, Policies and Procedures, paragraph Q at

https://www.iit.edu/student-affairs/student-handbook/fine-print/policies-regulations-and-procedures. As

a general rule, intellectual property created and submitted in fulfillment of assignments in

Information Technology and Management degrees remains the intellectual property of the

student; if no license is granted, assignments are copyrighted under the Berne Copyright

Convention and distribution is subject to international and national copyright law, and students

may patent intellectual property resulting from assignments that falls into the category of

inventions. For copyrighted materiel, this means that there may be no redistribution or re-use of
the material submitted in fulfillment of assignments without the express consent of the copyright
owner—the student. Because it is necessary to maintain files of student work for normal
administrative and pedagogical purposes, such as accreditation requirements, the Department of

Information Technology and Management hereby gives notice of its desire to secure a non-

exclusive, perpetual, royalty-free license solely to use, at its discretion, student-created work

produced in all courses offered by the department, with appropriate attribution, for its own non-
commercial and educational purposes, including to promote the programs of the academic unit.

Unless the student submits a written notice to the Dean of the College of Computing indicating

that he or she does not agree to grant such a license by the last regularly scheduled day of any

specific course, then the student shall be deemed to have granted the foregoing described
license. The university owns both questions and answers on tests and examinations, unless
otherwise indicated by the course instructor. There are too many possible variations on how
intellectual property may be handled for full inclusion here—i.e. see the Student Handbook—but in
general the following policies will apply.

*  Requests for Assignments of Rights: As many student projects are ongoing from term to term,
faculty members may request an assignment of rights for re-use or redistribution of student
work from students, but students are not expected or required to assign any rights, and the
refusal to assign rights may not be prejudicial to the student in any way. To ensure any consent
granted for re-use or redistribution of any student work is clearly unequivocal, such rights
must be granted in writing by the copyright owner. Suggested formats for assignments of
rights may be found at https://itm.iit.edu/StudentResources/licensing.html.

¢ Software Licensing: While it is not required, students are strongly encouraged to license
academic programming assignments under an applicable Open Source license. This is in line
with the academic traditions of openness and sharing that have created Linux and the
Internet. The preferred license for ITM student use is the MIT License. Alternative licenses
could be the GNU General Public License (GPL) or any one of a variety of other Open Source
licenses. Suggested formats for software licensing may be found at
https://itm.iit.edu/StudentResources/licensing.html.

¢ Other Intellectual Property Licensing: Again, while it is not required, students are strongly
encouraged to license research papers and other academic coursework under licenses that
allow some sharing of the material such as a Creative Commons license. With a Creative
Commons license, you keep your copyright but allow people to copy and distribute your work
provided they give you credit—and only under specific conditions that you specify. For detail
on licensing under Creative Commons, see http://creativecommons.org/license/.

¢ Public Domain: Students may explicitly place any coursework related artifacts that they
have created in the public domain by placing a comment in their code or text that reads:
This <software/text/etc.> is placed in the Public Domain by the author,
<student name>, <date>. Thisindicatesintent only and may not be legally binding in any or all
jurisdictions. From a legal perspective, in most cases assignment of a Creative Commons CCO
license would be a better option, or do both.
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¢ Exceptions for University Employment: Ownership in intellectual property will not belong to stu-
dents if they are being paid by either a grant or a stipend as a research assistant. If students re-
ceive monies from Illinois Tech to perform work, the university owns the intellectual prop-
erty. Any royalties resulting from patenting and licensing of Illinois Tech-owned intellectual
property will be distributed pursuant to the Patent and Copyright Policy in the Faculty Hand-
book Appendix K (https://webmaster.iit.edu/files/general-counsel/faculty-handbook/ap-
pendix_k.pdf) and in accordance with the relative contribution as documented on the Invention
Disclosure submitted to the Office of Technology Development. If the student was working on
a grant in which they were paid, Illinois Tech owns any IP resulting from the grant. Other con-
tract agreements may also govern the student intellectual property situation in situations such
as corporate sponsored IPROs.

¢ Patent Assistance: Student inventors are encouraged to seek advice and help from the Chicago-
Kent Patent Hub. This office is set up to provide advice and referral to a multitude of law firms
providing pro-bono patenting/IP services to low-income Illinois inventors. Illinois Tech
students may be eligible. For more information, visit https://kentlaw.iit.edu/law/clients-seeking-
legal-services/chicago-kent-patent-hub. The Chicago-Kent Patent Hub is readily available to
assist Illinois Tech student entrepreneurs and inventors with their IP questions and needs!

Degree Specializations

The Bachelor of Information Technology and Management offers seven specializations, while
the Master of Information Technology and Management offers nine specializations. These
specializations are intended to prepare students for particular roles in the IT working world. At
the undergraduate level, there is no requirement to complete a specialization for graduation.
The Master of Information Technology and Management curriculum is structured with the
expectation that students will elect complete a specialization; but in any case, students can elect
to tailor a course of study that meets their own specific needs, and not pursue a specialization.
To complete a specialization, undergraduate students must complete a sequence of courses
within the specialization as outlined in the as outlined in the Undergraduate Catalog at
http://catalog.iit.edu/undergraduate/colleges/applied-technology/information-technology-manage-
ment-school-applied-technology/bachelor-information-technology-management/#specializationstext ;
graduate students must complete a sequence of courses within the specialization as outlined in
the as outlined in the Graduate Catalog at http://catalog.iit.edu/graduate/colleges/computing/de-
partment-information-technology-management/master-information-technology-management/#spe-
cializationstext. Advisers will determine if a student has completed a specialization and will
also authorize any substitution of courses toward the specialization. Completion of a special-
ization should be indicated by an annotation on transcripts and upon request will be recognized
by a document issued by the Department of Information Technology and Management. If stu-
dents are completing the Information Technology Infrastructure specialization, there are three
tracks defined by the department: Data Center Operations and Management, Voice and Data
Communication Technology, and System Administration. See the Catalog Supplement on page
34 of ITM Graduate Student Information and Departmental Policies for details. Cybersecurity and
Master of Science degrees do not offer defined specializations.
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Minors

Undergraduate Bachelor of Information Technology and Management students entering the
degree prior to fall of 2024 are required to complete a minor, which at Illinois Tech consist of
15 hours or more of study in a single or multidisciplinary subject outside of their major. For
students entering the degree in fall of 2024 or later, a minor is optional. Students completing a
minor may want to consider minors which complement their primary program of study; these
include (but are not limited to) Industrial Technology and Management; Communication;
Business; Software Engineering; Supply Chain Management; and Telecommunications.
Alternatively, students may which to minor in an area completely dissimilar—such as Global
Studies, Music or Psychology—to make them a more well-rounded and better educated
individual. Any course taken to fulfill a minor requirement may not also be used as an elective
in the ITM major although some limited overlap with general education requirements may be
possible. Please refer to the Under-graduate Bulletin at
http://bulletin.iit.edu/undergraduate/undergraduate-education/minors/ for detailed information as
well as for the list of available minors. Undergraduates should declare their minor using the
Minor Request Form at https://iit.secure.force.com/form?formid=217964. If a student wants to
declare a minor not already listed as approved, they must confer with their adviser to
determine the necessary steps to gain permission.

% ROTC students may minor in Military Science, Naval Science, or Air Force Aerospace
Studies as appropriate.

& Students seeking to complete a Music minor should see the Illinois Tech Admission page
of VanderCook College of Music at https://www.vandercook.edu/admissions/iit/. VanderCook
is located on the western edge of the Tllinois Tech Mies Campus, half a block south of 31*
Street at 3140 South Federal Street. It is the only music conservatory in the United States
committed entirely to the preparation of music educators. They have no performance
majors.

% Minor requirements are waived for students transferring in or changing majors with 30 or
more hours of credit, and a minor is optional for students entering after Fall of 2024.
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Accelerated Master’s Program (Co-Terminal Degree Program)

Undergraduates in Information Technology and Management degrees can complete a graduate

degree simultaneously with their undergraduate degree, while maintaining their

undergraduate status (and undergraduate financial aid!) In most normal circumstances,

students can complete both degrees in five years of study, or in three years for transfer

students. To be apply for the Accelerated Master’s Program—currently in transition from the

previous program title of Co-Terminal Degree Program—students must:

¢ be a full-time Undergraduate student at Illinois Tech.

¢ have completed at least 3 semesters as a full-time Undergraduate student or have 60 or
more credit hours of Undergraduate course-work.

¢ have a minimum Undergraduate GPA of 3.25. This means that transfer students may not
apply until during their second term at Illinois Tech and cannot commence their graduate
studies until their third term.

Degree combinations currently available under this program are:

¢ Bachelor of Information Technology and Management - Master of Information
Technology and Management

¢ Bachelor of Information Technology and Management - Master of Cyber Forensics and
Security

Additional Accelerated Master’s Program degree combinations which are now possible include:

¢ B.S.in Applied Cybersecurity & Information Technology - Master of Information
Technology and Management

¢ B.S.in Applied Cybersecurity & Information Technology - Master of Cyber Forensics &
Security

¢ B.S.in Applied Cybersecurity & Information Technology - Master of Science in Applied
Cybersecurity & Digital Forensics

A course matrix showing a sample program of study for each option is on pages 37 through 42
of the ITM Undergraduate Student Information and Departmental Policies publication. Note that
three graduate courses are counted towards both the undergraduate and graduate degrees;
these courses double-count as I'TM undergraduate electives.

To apply for the program, student should go to https://www.iit.edu/academics/undergraduate-
programs/accelerated-masters-program/co-terminal. For more details please see the Accelerated
Master’s Program information page at https://www.iit.edu/gaa/accelerated-masters-program. For
questions specific to the ITM Department, contact the ITM Associate Chair Jeremy Hajek
(hajek@illinoistech.edu or 630.296.4012).

¢ Co-Terminal Degree Students: Students admitted as a co-terminal graduate students should
carefully read the ITM Graduate Student Information
http://www.itm.iit.edu/data/ITMGraduateStudentinformation.pdf, and the ITM section of the
Graduate Catalog https://catalog.iit.edu/graduate/. In most cases a student’s Undergraduate
Adviser will also be their Co-Terminal Graduate Adviser who will be responsible for
oversight of their graduate studies including approval of their specialization and any
course substitutions. Co-terminal students must still contact their Adviser each term to
complete undergraduate advising and to receive their registration PIN and in thie first
semester of co-terminal study, permits to register for their 500-level courses. Co-
terminal students must complete a Program of Study form for the Office of Financial
Aid, and a Shared Course eform in Graduate Degreeworks eForms. Co-terminal
Advisers can assist students in this process and a tutorial for the eForm can be found at
https://webmaster.iit.edu/files/graduate-academic-affairs/co-terminal-shared-credit-non-shared-
eforms-guide.pdf.
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Advising and Registration

Each student enrolled in our program is assigned an academic adviser. The role of the adviser
is to assist the student in monitoring progress toward graduation by fulfilling degree
requirements; helping each student select courses that meet their individual goals and career
objectives; ensuring that they take an appropriate, balanced load of technical and non-
technical courses each semester while meeting all course prerequisites; and dealing with
problems such as the need to drop a course, academic probation, and so on. Advisers are full-
time ITM faculty or staff members.Students should be advised to see their adviser for any
academic problems they encounter that they don’t know how to resolve. See the paragraph
above for additional details for advising of students enrolled in the accelerated master’s/co-
terminal graduate degree programs. Undergraduate students must meet with their adviser to
receive their registration PIN in every term. Generally all Teaching Faculty members in the
ITM Department are assigned undergraduate advisees, while all tenured/tenure-track facuilty
members will be advised M.S. ad Ph.D. student aedvisees.

Goals of Academic Advising at lIT
1. To provide students with academic guidance as they fulfill their program of studies.

2. To guide students in choosing a program of study that meets their individual goals and
career objectives.

3. To assist students with academic administrative matters (registration, minors, course
repeats, etc).

4. To familiarize students with IIT policy (Bulletin), major requirements and general academic
policies, enabling them to take responsibility for the successful completion of their
academic careers.

5. Provide a custom one-on-one engagement mechanism to differentiate IIT from larger
institutions.

Undergraduate Advising

Our Director of Undergraduate Advising and primary undergraduate adviser is Jeremy Hajek,
hajek@illinoistech.edu or 630.296.4012. Additional details for undergraduate advisers can be
found in Files in the ITM Advisers Team in Microsoft Teams; see particularly Ray’s Guide to
Undergraduate Advising.

%  Transfer Course Evaluation: Undergraduate advisers will evaluate information
technology and related courses for transfer as required or elective ITM courses.
Students may be requested to provide a course description or a syllabus to verify
content of courses to be transferred.

%  Pre-Registration Advising: In order to register for classes, each undergraduate must
complete pre-registration advising with their adviser. A face-to-face meeting during
office hours or through an appointment at other times is preferred, but if necessary,
advising can be done by phone or email. This is the adviser’s opportunity to monitor
each student’s academic progress, discuss with them how they are doing, and ensure
that they registering for appropriate courses for the upcoming term. The adviser will
then issue the student their registration PIN number which will allow them to register
for the term. The adviser must also enter a permit to allow undergraduates to register
for courses in any of the following categories:

v Graduate (500-level) courses
v Any course for which a prerequisite is waived

Illinois Institute of Technology Page 25 of 63


https://iit0.sharepoint.com/:b:/r/teams/ITMAdvisers/Shared%20Documents/General/Ray'sGuideToUndergraduateAdvising.pdf?csf=1&web=1&e=vgm1lo
https://iit0.sharepoint.com/:b:/r/teams/ITMAdvisers/Shared%20Documents/General/Ray'sGuideToUndergraduateAdvising.pdf?csf=1&web=1&e=vgm1lo
https://teams.microsoft.com/l/team/19%3AER5JBIngWNV0u5kR2zw7OcgJvkAU2pas3-Hbstprh_M1@thread.tacv2/conversations?groupId=6127fd06-32d0-43c1-ab0c-5f3a1f87ca95&tenantId=da90653e-1e02-4208-b68a-6224891bea63

Department of Information Technology and Management
Faculty Information & Departmental Policies Fall 2025

Undergraduate Advising Notes

*

Term Planning: For planning purposes, the following courses are normally offered only in
the term indicated, however this is subject to change without notice:

G Fall: ITMT 330, ITMO 417, ITMO 444, ITMS 428, ITMS 458

% Spring: ITMD 447, ITMM 485, ITMO 441, ITMO 454, ITMS 483, and ITMT 430

Minors: All students who entered the Bachelor of Information Technology and Manage-
ment degree before fall of 2024 as first-year students or with less than 30 hours of credit are
required to complete a minor; see the paragraph titled Minors above for more details.
ROTC courses, as long as 15 or more hours are completed, will count as your minor.
Completion of a minor is optional for students entering the Bachelor of Information
Technology and Management in the fall of 2024 or later.

Overloading: You may register for a maximum of 18 credit hours per semester. To register
for more than 18 credit hours, you must formally request permission to overload by sub-
mitting a Credit Overload Request Form at https://www.iit.edu/sites/default/files/2025-04/
credit_overload_request.pdf. Note: ROTC courses do not count toward the maximum of 18
hours.

Registration Holds: Advisers cannot remove registration holds, but they can tell you who
placed the hold and possibly who to contact to have it lifted.

ITM Undergraduate General Education Notes:

% CS115+CS 116 or CS 201 may be substituted for ITM 311 with permission of your adviser.

% CS 331 may be substituted for ITM 313 with permission of your adviser.

% All students entering Information Technology and Management degrees as first-year
students are strongly encouraged to take EG 225 Engineering Graphics and PSYCH 301
Industrial Psychology as part of their Illinois Tech Core Curriculum requirements.
While not expected of transfer students, all ITM undergraduates are still strongly en-
couraged to take these courses.

% Illinois Tech’s Core Curriculum Requirements summary with ITM notes indicated in
sans-serif type:

v Writing and Communications:

> English Proficiency: Pass the IIT English Proficiency Examination or pass a
composition course at Illinois Tech. Note: Or transfer in an acceptable composition
course or an acceptable AP English score.

> Communication (C) Courses: Complete a minimum of 36 credit hours of courses
with a significant written and oral communication component, identified with a
(€) in the bulletin, with minimums of 12 hours in major courses and 12 hours in
non-major courses. Full-time students should enroll in two (C) courses, and
part-time students should enroll in one (C) course each academic year.
Notes: All ITM undergraduates are required to take 12 hours of ITM (C) courses, but
the required courses ITMD 361, ITMM 471, ITMS 448, and ITMT 430 will fulfill this
requirement.

v Mathematics: 5 to 20 credit hours

> Notes: BITM Students are required to complete Discrete Mathematics, MATH 180 or
MATH 230, MATH 192 Finite Mathematics, and a statistics course. BUS 221, Statistics
for Managerial Decision Making is recommended, but acceptable alternatives include
PSYC 203, MATH 225, or MATH 425. For transfer students, mathematics courses
equivalent to MATH 180 or MATH 230, MATH 182, and a statistics course satisfy this
requirement. PSYC 203 may be taken as part of a minor in Psychology and will fulfill
the mathematics statistics requirement as well. BITM students who entered the
program before fall of 2024 are not required to take MATH 192 Finite Mathematics.
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Bachelor of Science students are required to complete MATH 151, Calculus I; MATH
152, Calculus Il, MATH 230, Introduction to Discrete Math; MATH 251, Multivariate and
Vector Calculus; and MATH 474, Probability and Statistics.
v Computer Science: 2 credit hours.
> (S 105,115,116, 201, ARCH 125, ITM 311 or a computer science course at the
200-level or above.
Note: ITM undergraduates do NOT need to take a computer science course to meet
this requirement as the requirement is fulfilled by ITM 311. Degreeworks does not
understand this and will tell you that you need a CS course.
v Humanities and Social or Behavioral Sciences: 21 credit hours
> Note: Humanities or Social Science courses transferred from community colleges

normally 100- or 200-level courses unless they are intermediate or advanced foreign
language courses.

> Hereisa list of local Community/City College Courses that transfer to Illinois Tech as
upper-level Humanities or Social Science courses, and what they transfer as:

City Colleges of Chicago College of DuPage
Seven campuses in Chicago, Illinois Glen Ellyn, Illinois, in the western suburbs of Chicago
Humanities Humanities
Course Number & Title Transfers as: Course Number & Title Transfers as:
LIT 111 POETRY LIT 328 ENGLI 1150 SHORT FICTION LIT 309
LIT 113 FICTION LIT 309 ENGLI 1151 NOVEL LIT 309
PHIL 107 ETHICS PHIL 360 ENGLI 1152 POETRY LIT 328
PHIL 110 SOCIAL/POLITICAL PHILOSOPHY HUM 390 PHILO 1110 ETHICS PHIL 360
Social Science PHILO 1114 BUSINESS ETHICS PHIL 373
Course Number & Title Transfers as: PHILO 1130 SOCIAL AND POLITICAL PHILOSOPHY HUM 390
PSYCH 206 BUSINESS & INDUSTRIAL PSYCHOLOGY PSYC 301  Social Science
PSYCH 211 SOCIAL PSYCHOLOGY PSYC 310 Course Number & Title Transfers as:
PSYCH 213 ABNORMAL PSYCHOLOGY PSYC 303 PSYCH 2210 INDUSTRIAL AND ORG. PSYCHOLOGY PSYC 301
SOC 203 MARRIAGE AND THE FAMILY SOC 390 PSYCH 2240 SOCIAL PSYCHOLOGY PSYC 310
SOC 205 SOCIAL PROBLEMS SOC 390 PSYCH 2260 ABNORMAL PSYCHOLOGY PSYC 303
SOC 211 RACE & ETHNIC RELATIONS SOC 390 SOCIO 2210 SOCIAL PROBLEMS SOC 390

SOCIO 2215 RACIAL AND ETHNIC RELATIONS SOC 390

> Humanities: a minimum of nine credit hours of courses marked with an (H) in

the bulletin.

Note: Subjects include AAH, HIST, HUM, LIT, PHIL and some (but not all) COM.

e Atleast one (H) 100- or 200-level course.

e Atleast two (H) courses at the 300-level or above.

e TForeign language classes can be taken to fulfill the Humanities
requirements as long as they are at the 200-level or above.
Note: One (H) course MUST be at the 100- or 200-level. HUM 200 is the prerequisite

for all upper-level Humanities and for all upper-level PS, SOC, or SSCI courses, but
not PSYC.

»  Social or Behavioral Sciences: a minimum of nine credit hours of courses marked

with an (S) in the bulletin.

Note: Subjects include subjects include ANTH, ECON, PS, PSYC, SOC, and SSCI.

e Atleast two (S) courses on the 300-level or above.

e Courses from at least two different fields.
Note: There is no requirement that any of the (S) courses be at the 100- or 200-
level.
PSYC 301, Industrial Psychology, is strongly recommended for ITM

undergraduates. HUM 200 is the prerequisite for all upper-level PS, SOC, or SSCI
courses, but not PSYC.
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> Seventh Course in Humanities or Social Science: Three courses must be completed in
humanities and three courses must be completed in social and behavioral science,
but the seventh course in the 21-hour Humanities and Social or Behavioral Sciences
requirement may be selected from humanities, social or behavioral science, or any
COM course except COM 101 or COM 111. This gives you the opportunity to take
courses such as Technical Communication, Communication in the Workplace,
Document Design, and Verbal and Visual Communication as part of your Core
Curriculum requirements

v Natural Science or Engineering: 10 credit hours

v

v
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Courses in engineering, biology, chemistry and physics, or courses in architecture
and psychology marked with an (N). Students completing less than 6 hours of Math
must complete 11 hours of (N) courses.
> Two sequential natural science or engineering courses in a single field.
Note: We recommend two sequential courses in Engineering Graphics (EG) for ITM
students if possible. EG 225 is strongly recommended.
> At least one natural science or engineering course in a second area.
Note: We recommend PHYS 200 Intro to Energy, Waves, Materials, and Forces and/or
PHYS 120 Astronomy.
Introduction to the Profession (ITP): 2 credit hours minimum; 3 credit hours in ITM

> In most departments, students must complete this requirement in their first
year. (But notin ITM.) Students entering with 30 credit hours or more of transfer
credit may have this requirement waived with department approval. (ITM will not
waive this; ITMT 330 is essential to our program accreditation.)

Note: The ITM ITP course, ITMT 330, is offered in the fall semester of students’ second
year and requires prior completion of ITM 301 or 303 and ITM 311, or 312, or 313, or CS
116, or CS 201. The ITP requirement will not be waived for students transferring into
or changing majors to ITM as this course is a component of our ABET program
accreditation.

Interprofessional Projects (IPRO): 6 credit hours

> Students will participate in at least two Interprofessional Project experiences

Note: May be waived for part-time students who are employed full-time. See below
for details.
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Bachelor of ITM Required Course Prerequisite Flow

Introduction to Contemporary
Operating Systems & Hardware 1

ITM 301

ITM 303

Introduction to Contemporary
Operating Systems & Hardware 11

OR:- !

ITM 313 IT™ 311 ITMD 361 ITMO 340
Introduction to Open Introduction to Fundamentals of Introduction to Data
Source Programming Software Development Web Development Networking & the Internet

[ I |
OR- A i
ITMT 330
Introduction to Information
Systems & the IT Profession
v v A
ITMD 411 ITMD 362 ITMS 448
Intermediate Human-Computer Cyber Security
Software Development Interaction & Web Design Technologies
A
ITMD 321 ITMM 471 ITMO 356
Data Modeling Project Management for Information Introduction to Open
& Applications Technology and Management Source Operating Systems

A

ITMT 430
Systems Integration

Bachelor of Science in Applied Cybersecurity & IT Required Course Prerequisite Flow

Introduction to Contemporary
Operating Systems & Hardware I

ITM 301

ITM 303

Introduction to Contemporary
Operating Systems & Hardware II

R |

I

ITM 313
Introduction to Open
Source Programming

IT™M 311
Introduction to
Software Development

ITMD 361
Fundamentals of
Web Development

Introduction to Data
Networking & the Internet

ITMO 340

| |

OR-

v

ITMT 330

Introduction to Information
Systems & the IT Profession

ITMD 411
Intermediate
Software Development

¥

v

ITMD 362
Human-Computer
Interaction & Web Design

ITMS 4438
Cyber Security
Technologies

h
ITMD 321 ITMM 471 ITMO 356
Data Modeling Project Management for Information Introduction to Open
& Applications Technology and Management Source Operating Systems
| ITMS 438
l Cyber Forensics
ITMS 418 ITMT 430 ITMS 458 - 7
Coding Security Systems Integration Operating System (¢
Security ITMS 483
Digital Evidence
| —
ITMS 443
» Vulnerability Analysis
and Control
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Graduate Advising Notes

The role of graduate advisers is to assist graduate students in monitoring progress toward
graduation by fulfilling degree requirements, and to help them select courses and plan a program
of study that will meet their individual goals and career objectives. Graduate advisers are normally
full-time ITM faculty or ITM or College of Computing staff members. Selected faculty members
serve as academic advisers to assist in initial (first semester) advising. Students cannot enroll in
courses in their first semester until they have met with an adviser and received their registration
PIN; in subsequent terms graduate student registration PINs will be listed under their Academics
tab in the MylIT portal, but they may have to meet with an adviser to clear their advising hold.

%  Prerequisite and Core Courses: Advisers will determine if any of the prerequisite or core
courses may be waived, based on a student’s placement exam and/or previous studies,
certifications, and industry experience. If any one or two cores courses is/are waived,
students must still complete nine hours of core course content. Core courses that are
recommended courses in a specialization will fulfill the core course requirement. Ad-
visers must request registration overrides (permits) on the student’s behalf to allow
them to enroll in courses for which the prerequisite is waived. Appropriate core course
substitutions will be made for students who have completed the Bachelor of Informa-
tion Technology and Management degree at Illinois Tech. See the section on Registra-
tion Overrides below for more details.

% Specializations: During their first semester of study, each Master of Information Tech-
nology and Management student must submit their concentration (which is the same
as what the Graduate Bulletin calls a “specialization”) for approval through the eForms
feature of Graduate DegreeWorks, found in the Academics tab of the MyIIT portal.
Their adviser will determine allowable course substitutions for the specialization; any
course substitutions must be submitted through eForms as well. If a student registers
for and completes a course that is not in their specialization, has not been approved as
a course substitution prior to commencing the course, and is not a valid elective, that
course will not be counted toward their degree. Since there is no longer a Plan of Study,
it is the responsibility of the student, and not the adviser’s, to ensure that each course
they take will apply to their degree.

& Graduate Adviser Assignments:
The primary academic advisers for Master of Information Technology and Management
and Master of Cyber Forensics and Security students are Dr. Gurram Gopal, 312.567.3651,
gopal@illinoistech.edu, and Ryan Nelson, 312.567.5192, nelsonr@illinoistech.edu. The ITM
Department Manager may assign a secondary academic adviser based on the student’s
indicated interest in a specialization. These advisers will assist students with specific
course selection when the knowledge and experience of a faculty member is necessary.
Secondary Graduate Adviser assignments are generally as follows:

Computer & Information Security: Maurice Dawson - mdawson2@illinoistech.edu or 312.567.5242
Marwan Omar - momar3@illinoistech.edu  or 312.567.3179
IT Management & Entrepreneurship:  Gurram Gopal - gopal@illinoistech.edu or 312.567.3651
Applied Data Science and AI: ' Yong Zheng - yzheng66@illinoistech.edu  or 312.567.3575
Data Modeling and Management: ~ Gurram Gopal - gopal@illinoistech.edu or 312.567.3651
Yibo Hu - yhu89@illinoistech.edu or Tower 15D3-1
Web Development & Electronic Commerce:  Jeremy Hajek - hajek@illinoistech.edu or 630.296.4012
Software Development: James Papademas - jpapadem@illinoistech.edu or Tower 14C3-3
IT Infrastructure:  Jeremy Hajek - hajek@illinoistech.edu or 630.296.4012
Systems Analysis:  Ann Rangarajan — arangarajan@illinoistech.edu or Tower 15F3-1
Management Information Systems: ~ Steve Rubinow - srubinow@illinoistech.edu  or Tower 15D3-1
Digital Systems Technology:  Jeremy Hajek - hajek@illinoistech.edu or 630.296.4012
Graduates of the ITM Bachelor’s Program:  Jeremy Hajek - hajek@illinoistech.edu or 630.296.4012

Co-Terminal Degree Students: ~ Any full-time ITM faculty member
Not Specified or General Course of Study:  Ryan Nelson or any full-time ITM faculty member
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The primary academic adviser for Master of Science in Applied Cybersecurity and
Digital Forensics students is Maurice Dawson, Director of the Center for Cyber
Security and Forensics Education (mdawson2@illinoistech.edu/ 312.567.5242.)

Primary academic advisers for Master of Science in Information Technology and
Management students will be assigned by Dr. Gurram Gopal from tenured or tenure-
track faculty in the department based on student research interests.

Y Program Approvals: You must have your adviser’s specific approval in each semester in
order to:
v Register for a course from another college or department within the university
v Register for more than 15 hours
v Register for any course for which a prerequisite is waived
v

Engage in Curricular Practical Training (CPT - internships for International
Students)

Course Registration

Students register for classes by going to portal.iit.edu and entering “Register for Classes” in the
search bar, then clicking on the “Register for Class” Tool. They must have their PIN and may
have an advising hold that needs to be lifted by an adviser before registration. Students must
register for courses themselves; advisers are not able to register students for classes. Full
details of how to register are at https://www.iit.edu/registrar/registration/how-register. A step-by-
step registration tutorial—including how to waitlist—is available at
https://www.iit.edu/sites/default/files/2024-09/student-registration-guide.pdf.

% Waitlisting: If a course section is full, the registration interface will still allow students to
add the course, and then select the Waitlist option from the drop-down menu. They
should generally always do that. The ITM Department will make every attempt to clear
the waitlist for each course before the term begins, and to inform students if it will not be
possible. Waitlists for courses that require a live lab generally can only be cleared if
someone registered for the course drops the course, because enrollment in these these
course sections are constrained by the seating capacity of the lab.

Students should not be asking a faculty member of a course they are waitlisted for to “let
them in.” Faculty members normally have no influence over their course size.

General Advising Notes and Policies
o Advisee Responsibilities: The following responsibilities of students as advisees have been
published in the ITM student information publications:

%  Know and Interface with your Adviser: Familiarize yourself with your primary and
secondary adviser. Meet with your adviser on a regular basis, once a semester at a
minimum, to discuss courses and career plans.

% Take Control: As much as possible, take control of your education by learning about,
understanding and complying with your program’s and specialization’s requirements.
Be familiar with program resources such as the Undergraduate Bulletin and
Degreeworks. Once the course schedule is published, investigate and know what
courses will be offered in the next term. And remember, it is ultimately your
responsibility to ensure that each course you take will apply to your degree.

% Tell Us Who You Are: Always include both your name and your Student ID Number when
communicating with your adviser by email. This should help you get a quicker response
and will certainly make their job easier. Many email addresses are pretty obscure and we
have no idea of who fred387@yahoo.com is. Also, please remember that you are required
to use your hawk.illinoistech.edu email to communicate with us officially. If you forward
your Illinois Tech email to a personal email account, set up a “send as” in your account to
send email from your iit.edu address. You are studying to be an IT professional; you
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should be able to figure out how to do this. When emailing advisers or faculty please
always include your Campus-Wide Identification Number or CWID (A#).

Give Us Some Time: When you contact your adviser, they will try to respond to you
within 24 hours if possible, but they have 48 hours (2 days) to respond. You are very
important to us as a student, but please remember that your adviser may have as many
as 50 other students they are advising, and in some cases may have major
administrative responsibilities over and above their advising duties. Please be patient!

Keep It Together: 1f you have multiple issues to discuss with your adviser, do it all at
once! Ten emails or visits on ten different questions or topics is going to make your
adviser’s job much harder than it needs to be, and will probably annoy them after about
the fourth or fifth contact. Please cover all of your current issues and/or questions in a
single email or visit.

Recognize That We Are Not Your Mother: You are a college student, and this is not high
school. You are responsible for making your own decisions about what you will study
based on your own career aspirations and interests. Although we will recommend
courses, it is NOT your adviser’s job to tell you what elective courses to take. Adviser
means we will give you advice based on what you tell us about what you would like to
accomplish in your studies and we are happy to do this, but some decisions must be
yours. And by the way, don’t ask us sign any form that you have not filled out
completely!

Apply for Graduation: You will not graduate from IIT until you apply for graduation. You
should apply in the first two weeks of the final semester of study; the actual deadline for
each term is published in the academic calendar for the term. The application for
graduation will be in the Illinois Tech Portal at https://portal.iit.edu/ but was not yet visible
when this guide was written.

o Adviser Responsibilities: As an adviser you need to:

%

3

%

Be knowledgeable about the degree programs, course scheduling, and academic
policies.
Meet or communicate in an appropriate fashion with students on a regular basis and
keep records of advising communications.
Guide students in scheduling and planning program of study, and in complying with
other program requirements.
Inquire about career interests and guide students on career planning, with the aid of
the ITM Internship and Career Services Manager and university Career Services.
Ensure students take required courses in an expedient fashion, as is optimal for
progression through the curriculum of the program. This includes things such as:
1. Direct students into narrowly specified courses as early as reasonably possible in
order to have more options as their graduation nears.
2. Directing students to complete all required information technology courses except
ITMT 430 before starting on ITM electives or other cybersecurity courses.
3. Direct students (mainly first-year) who need COM 101 into the course during the first
year—first semester, if possible.
4. Direct students who need HUM 20x course (that’s most of them) into the course
during the first year so that upper-level HUM/SSCI courses will be accessible.
If you are concerned that a student’s speaking and/or listening abilities in English may
not be adequate for college-level work in the U.S, contact English Language Services at
els@iit.edu.
Direct students to other resources as necessary including but not limited to Financial
Aid; Student Health and Wellness; Center for Disability Resources; Public Safety;
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International Center; Academic Resource Center; the Writing Center; Undergraduate

Academic Affairs; Graduate Academic Affairs; Office of Technology Services; Office of

Student Access, Success, and Diversity Initiatives; and the Career Services Center.
Ensure secondary advisers are notified when you will not be available for advising.

Registration Holds: Advisers cannot remove any registration holds, but they should be able to

tell students who placed the hold and who to contact to have it lifted. This information is
available in the Academic Affairs Faculty System, found on the Teaching page of the MylIT
portal. Enter the student’s first or last name (case-sensitive) and select Active Student in Your
Dept. Search (transcript) to see the summary with their holds listed.

Response Time to Student Requests: When a students contacts you as their adviser, you should

try to respond within 24 hours whenever possible, but in normal circumstances you
must respond within 48 hours (2 days). We recognize that each adviser may have as
many as 200 other students they are advising, and may be teaching three classes, and
often has administrative responsibilities over and above their academic duties, so we
do ask students to please be patient, but a timely response to student requests is essen-
tial.

Vacation: If you know you will not be able to reply to students, please set a vacation re-
sponse in your Illinois Tech email; don’t forget to clear it when you are available again!

Registration Overrides (“Permits”)

All faculty members may issue a registration override, commonly known as a “permit”, to any
student for any course they are teaching in the current or upcoming term. There are three
types of permits: Instructor, Departmental, and Time Conflict Override. For all practical pur-
poses when issued by an instructor for your own courses there is no difference between De-
partmental and Instructor permits. The most common use of these permits is to waive a pre-
requisite. Time Conflict Override permits allow a student to registered for a course that has a
time conflict with a course the student is already registered for. We may want to do this, for ex-
ample, if the end of a lab conflicts with another course and you are willing to let the student
leave the lab early to go to the other course.

o Undergraduates and Online Course Sections: Instructors must not issue a permit for the online

section of a course to an
undergraduate student; these must be issued by the student’s adviser.

+  “Waiving” of Prerequisites: When an adviser would like to permit a student to register for a

course where the student has no prerequisite present in the Illinois Tech system, and the
adviser is not the instructor, the request should go to one of the ITM personnel authorized
to issue Departmental permits. The request should include:
% Student name
%  CWID (‘A’ number)
% The five-digit Course Registration Number (CRN) of the course OR
the Subject Code, Course Number, and Section Number of the course
% Reason for waiving of prerequisite

+ Submit Departmental permit and Time Conflict Override requests to:

%

3
3
3

ITM Chair Gurram Gopal, gopal@illinoistech.edu, 312.567.3651

ITM Associate Chair Jeremy Hajek, hajek@illinoistech.edu, 630.296.4012

ITM Department Manager Kayla Botica, kbotica@illinoistech.edu, 312.567.5927
ITM Graduate Adviser Ryan Nelson, nelsonr@illinoistech.edu, 312.567.5192
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Interprofessional Projects (IPROs)

Our Interprofessional Projects are core to what makes an Illinois Tech undergraduate
education unique. An IPRO course is a team-based learning environment in which students
from various concentrations and disciplines work together to solve a real-world problem. Each
IPRO project has a course number of IPRO 497 and they are differentiated by section number.
These courses are an Illinois Tech general education requirement, and all undergraduates
must complete at least two three-credit-hour IPRO project courses. Students completing an
ROTC minor are exempt from one of the two IPRO requirements.

o  Waiver of the IPRO Requirement: Waivers of the IPRO course requirement (not the semester
hour requirement) will be considered on a case-by-case basis for part-time students who
are employed full-time. The written request for a waiver must be submitted to
Undergraduate Academic Affairs. The request must include a resume and documen-
tation of work experience that developed communication and leadership skills, as well
as an awareness of economic, marketing, ethical and social issues within the framework
of a multidisciplinary team project. This documentation must be verified by the
employer. If the request is reasonable, it will be forwarded for approval to the ITM
Department and the Provost or the Provost’s designated deputy. The department will
also determine appropriate course substitutions.

Undergraduate Independent Study

Undergraduates may request independent study with a faculty member for subjects not
covered in courses offerings, or research that expands their knowledge and abilities. The
faculty member will issue a permit to register for ITM 497, Independent Study, or ITMT 491,
Undergraduate Research, for between one and six hours of study as applicable. Full-time
faculty may schedule students for ITM 497 or ITMT 491 as the faculty member’s schedule
allows. Faculty members receive no additional compensation for independent study or
research, so adjunct faculty members are under no obligation to do so and their participation
is entirely voluntary.

¢ Proposals and Outcomes: Students must have a permit to register for research or independent
study issued by the faculty member. You must prepare and submit a written research
prospectus, proposal, or abstract of material to be studied to the faculty member before
they issue you a permit to register. The prospectus, proposal, or abstract must include
clearly defined objectives and learning outcomes. The faculty member will work with the
student as necessary to refine this document to their mutual satisfaction. Outcomes of
ITMT 491 or ITM 497 may include a formal project or presentation of research results and
should include a paper documenting the project or research.

Graduate Student Independent Study, Research, and Thesis
Graduate students may request independent study with a faculty member for subjects not
covered in courses offerings, or research that expands their knowledge and abilities. The
faculty member will issue a permit to register for ITMT 597, Special Problems in Information
Technology, or ITMT 591, Independent Study and Research, for between one and six hours of
study as applicable. Full-time faculty may schedule students for ITM 597 or ITMT 591 as the
faculty member’s schedule allows. Faculty members receive no additional compensation for
independent study or research, so adjunct faculty members are under no obligation to do so
and their participation is entirely voluntary.

Graduate Research Degree Theses, Projects, and Dissertations

Students enrolled in a Master of Science degree with a thesis or project option and all Doctor of
Philosophy students are required to publish and present the results of research conducted for
completion of their degree in a thesis, project, or dissertation. Full details of the process and
requirements for the publication and presentation of formal graduate student research can be
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found in the ITM Research Paper Guidelines and Policies at
https://itm.iit.edu/data/ITMResearchPaperGuidelinesAndPolicies.pdf.

% Proposals and Outcomes: Students must have a permit to register for research or
independent study issued by the faculty member. You must prepare and submit a written
research prospectus, proposal, or abstract of material to be studied to the faculty member
before they issue you a permit to register. The prospectus, proposal, or abstract must
include clearly defined objectives and learning outcomes. The faculty member will work
with the student as necessary to refine this document to their mutual satisfaction.
Outcomes of ITMS 539, ITMS 549, ITMT 594, ITMT 596, or ITMT 597 should include a
formal project or presentation of research results and a paper suitable for publication.
Outcomes of ITMT 591 and ITMT 691 include a published thesis and a thesis defense.
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Recognition of Student Achievements

Dean’s List: The names of all undergraduate students who have completed at least 12 graded
hours in a semester and who have a semester grade point average of 3.50 or better appear on
the Dean’s List. Deans’s List certificates may be picked up from the ITM Department Manager
in Galvin Tower 15D3-2.

Graduation Honors: To graduate with honors, eligible undergraduate students must complete a
minimum of 60 graded semester hours in residency at Illinois Tech. Honors are awarded in three
levels and are recognized with ropes to be worn with the cap and gown at commencement.

¢ Summa cum laude (with highest praise): GPA of 3.900 - 4.000; commencement recognition
isa gold rope

¢ Magna cum laude (with great praise): GPA between 3.800 - 3.899; commencement
recognition is a silver rope

¢ Cum laude (with praise): GPA between 3.500 - 3.799; commencement recognition is a
white rope

Gamma Nu Era (TNH): ITM undergraduate students who have completed three semesters of study
with a GPA of 3.67 or greater and who are in the top 15% of their class may be elected to the Beta
Chapter of the National Information Technology Honor Society, Gamma Nu Eta (TNH). Two of the
three semesters must have been completed at Illinois Institute of Technology. Membership is
based on three primary criteria: academic excellence, community service activities, and
leadership in the field of Information Technology. The executive board of the chapter are
responsible for electing candidates for induction each semester. (When there is no executive
board, the chapter will be inactive and no new members will be inducted.) Candidates will be
notified of their election with an invitation to pledge at the beginning of each term. Inducted
members receive a pin and a certificate. Students who continue their membership and active
participation in the chapter are recognized with honor ropes and/or stoles in the Society’s colors
to be worn with the cap and gown at commencement. For more information on Gamma Nu Era,
see the Beta Chapter website at http://www.itm.iit.edu/gammanueta/ or contact Beta Chapter
Adviser Ray Trygstad, trygstad@illinoistech.edu.

Upsilon Pi Epsilon (UPE): UPE is an honors society for the computing and information disci-
plines whose aim is to support high-performing students and academics in computing fields
and encourage them to contribute to the advancement of computing science. Graduate stu-
dents who have completed eighteen hours of study at Illinois Tech and have a cumulative GPA
of 3.00 and a major GPA of 3.3 or greater are eligible for induction into Upsilon Pi Epsilon. In
their Spring 2019 induction, 17 ITM students were inducted into the Illinois Tech chapter. UPE
has received endorsements from the two largest computer organizations in the wo