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Vulnerability Assessment Team (VAT)
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The greatest of faults, | should say,
— IS to be conscious of none.
Vulnerability @ -- Thomas Carlyle (1794881)
Assessment

Team

Sponsors
A multi-discipli : f physicists, A DHS
multi-disciplinary team of physicists,
engineers, hackers, & social scientists. A DoD
A DOS
A 1AEA
. A Euratom
The VA'I_' _has done detailed A DOE/NNSA
vulnerability assessments on A orivat .
hundreds of different security 4 !orlva_ € compames.
devices, systems, & programs intelligence agencies
A public interest organizations




Definition

Security Theater: sham or ceremonial security;
Measures that ostensibly protect people or assets but
that actually do little or nothing to counter adversaries.

Actual Courtroom Testimony:
Witness (a Physician): He was probably going to lose tl
leg, but at least maybe we could get lucky and save the
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Security Theater

1. Best way to spot it is with an effective thorough VA

2. Next best Is to look for the characteristic attributes

fSense of urgency

AA very difficult security problem

Anvolves fad and/or pet technology

Kuestions, concerns, & dissent are not welcome or tolerated
BKS YF3IAO aSOdz2NAUGé& RSOAOSE YSI adaNBzZ 2NJ
AStrong emotion, over confidence, arrogance, ego, and/or pride related to the security
AConflicts of interest

ANo welldefined adversary
Ao welldefined use protocol
b2 STFFSOUAGS =+! aT y2 RSOATQa | Rg2Q
Arhe technical people involved are mostly engineers

AyiSyaS RSaANB (2 aal @S (GKS g2NI R¢
Aeople who know little about security or the technolayg in charge
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Facts About Locks

1. Locks are meant to delay, complicate, and discourage
unauthorized access.

2. All locks can be defeated quickly, even by sufficiently
motivated amateurs.

3. Ways to defeat locks include picking, bumping,
rifling, jiggling a blank key, drilling out the lock,
attacking the electronics, etc.
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-AWho are you and hew|did you get J
Al '"'m a | ocksmith. And, |l ' m a |
-- Lieutenant Frank Drebin iRolice Squad
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Blunder: Cheap Locks on Security Hardware
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Facts About Access Control Devices

For most AC systems (including biometrics),
| teasy to tamper with the:

software accepts people like me as member:
hardware -- Groucho Marx (1894977)

database

tamper switch
microprocessor
communications
key or password
door lock or turnstile

power | do not care to belong to a club t%a
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Facts About Access Control Devices

For most AC systems (including biometrics),
| t 0s easy to:

A clone the signature of an authorized person

A do a man-in-the-middle (MM) attack

A access the database or password
Aftounterfeito the device
A install a backdoor

The first ti me we ever made ||
made | ove to you?o She said,
-- Ronnie Bullard




Backdoor or MM Attacks

The importance of a cradle-to-grave, secure chain of
custody:

As with most security devices, AC devices can usually be
compromised in 15 seconds (at the factory or vendor, on the

loading dock, in transit, in the receiving department, or after
being installed).

Most Asecurityo d-ensecurigeraklityioe
detect intrusion/tampering.

Sometimes security implementations look fool proc
And by that | mean proof that fools exist.
-- Dan Philpott




Security of Security Products
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Remote Toggling On/Off of Cheating

| have been called dumb, crazy man,
science abuser, Holocaust denier, villai
of the month, hatélled, warmonger,
Neanderthal, Genghis Khan, and Attila
the Hun. And | can just tell you that |
wear some of those titles proudly.

-- Oklahoma Senator James Inhofe




Blunder: Wrong Assumptions about Counterfeiting

U Usually much easier than developers, vendors, |
& manufacturers claim.

U Often overlooked: The bad guys usually only needed to
mimic only the superficial appearance of the original
and (maybe) some of the apparent performance of the
product or the security device, not the thing itself, or its
real performance.

U Rarely is full reverse engineering necessatry.

Sincerity is everything. If you can fake that
youbve got it made.
a -- George Burns (188%996)




Access Control (AC)

Question: Is that really your AC device, oris it a
counterfeit or a tampered version?

(éper haps oangbody mawnth | et s
occasional random false rejects to look realistic.)

A Check at random, unpredictable times with random,
unpredictable people that the unauthorized are rejected.

I was the kid next
-- Emo Philips




Access Control (AC) Blunders

0

Bad door or turnstile design

Not registering when the door is opened

Not tracking who exits

No role-based access; Not changing access with
promotions & personnel changes

Not securing the equipment and personnel that make 1D
badges

'Badges? We don't need no st

-- From the moviel'he Treasure of the Sierra Madre (1948)
[ The actual di al og was, N Badi
need no badges! | don't havi
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All the blunders of access control, plus:

~.  Biometrics Blunders

U Not understanding how easy it is to counterfeit a biometric
signatured though why would an adversary bother?

U Downloading the entire database to satellite stations
U Not turning off the enroll function on satellite stations

U Believing the snake oil & bogus performance specs

| 6m al ways amazed to hea-r
fied by their dent al recaoj
a how do they know who your dentist is? -- Paul Merton




Terminology

(tamper -indicating) seal : a device or material
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that leaves behind evidence of unauthorized
entry.

| 6d say, Al tds a Buttmaster, Your Hol
-- Suzanne Somers on how she would respond if the Pope
asked her the name of the exercise machine she promotes




Terminology (con @)

defeating a seal : opening a seal, then resealing
(using the original seal or a counterfeit) without
being detected.

attacking a seal : undertaking a sequence
of actions designed to defeat it.

Radisson Welcomes
Emerging Infectious Diseases

-- Sign outside a Radisson Hotel




Seal Fact

A seal I1s not a lock.

Yanking a seal off a container is not defeating it!




Seals

Some examples of the 5000+ commercial seals

Example Seal Applications:

U customs U banking & couriers U IT security
U cargo security U drug accountability U medical sterilization
U counter-terrorism U records & ballot integrity U instrument calibration

U nuclear safeguards U evidence chain of custody (U tamper-evident packaging
U counter-espionage U weapons & ammo security U waste management &
HAZMAT accountability



