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About who we are - University of Colombo School of Computing

< 15%
of the world's population is WEIRD — Western, 
Educated, Industrialized, Rich, Democratic — yet 
today's AI systems are rooted in exactly that narrow 
set of data, languages, and institutional contexts.

AI & Learning

AI & Environment

AI & Humanities
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Where is 
Colombo? 



Whats my role at MSR? 
https://www.microsoft.com/en-us/research/project/project-provenance/fellowships/

https://www.microsoft.com/en-us/research/project/project-provenance/fellowships/






Whats my 

Focus?



A World Where Seeing 
Is No Longer Believing!



AI Generated Content

- Text 
- Audio 
- Video
- Images 



What are they doing in Real World?





Ethics and Ownership



LinkedIn use of Deepfake images 

https://www.npr.org/2022/03/27/1088140809/fake-linkedin-profiles



Deepfake Sinan for content marketing scam
https://twitter.com/sinanaral/status/1444433801267097605

https://twitter.com/sinanaral/status/1444433801267097605




Using deepfakes for unethical conduct 
https://www.whiskeyriff.com/2021/03/15/pennsylvania-mom-arrested-for-creating-deepfake-pictures-of-daughters-cheerleading-rivals-to-g
et-them-kicked-off-team/

https://www.whiskeyriff.com/2021/03/15/pennsylvania-mom-arrested-for-creating-deepfake-pictures-of-daughters-cheerleading-rivals-to-get-them-kicked-off-team/


It is much easy to create 











Deepfakes and Society





AI Safety Report 



Real incidents - CHI2022



https://dl.acm.org/doi/10.1145/3491102.3517446

https://dl.acm.org/doi/10.1145/3491102.3517446


Exploring social implications of deepfake conversations in Reddit

RQ1, What type of conversations lead in Reddit communities about deepfakes 
and how do these conversations change over time?

RQ2: What are the societal implications visible in these conversations?

 
12MB Data 

86,425 Comments 

between 2018-2021



Research Design 



Topic modeling to understand the discussed topics  



A sample topics generated from comments in 2021 



RQ1:
What type of conversations lead in Reddit communities about 
deepfakes and 
how do these conversations change over time?



Summary of
 Topics 



Implications of deepfake discussions in Reddit 

1. Reddit space becomes an on demand archive for banned deepfake videos

2. Reddit space incubating deepfake creators

3. Reddit becomes a collective space to question and raise concerns about 
deepfakes

4. Reddit expert users support anyone to create customized pornography

5. Reddit users provide inspirations for deepfake movies and knowledge on 
surrounding legal clearances



6.  Reddit users ingenuity to mix variety of sources with a variety of targets in 
creating deepfakes

7. Reddit platform and other social media platforms disproportionately 
control their deepfake policies

8. Reddit community is more concerned with deepfakes videos but less 
concerned with the deceiving power of AI-generated text

9. Reddit and other social media platforms influence elections with deepfakes

10. Reddit users create a deepfake marketplace

Implications of deepfake discussions in Reddit 



Implications to Human Computer Interactions 

Theoretical Implications Design Implications 

Campurting Morality on Creating / 
Sharing Deepfakes 

Morality on deepfake marketplace

Reddit space as incubator for 
deepfakes - ethical considerations  

Ethical reviews to deepfake tools

Deepfakes detections and education 
about harmful implications

Deepfake reporting mechanisms to 
the platform



Regulatory acts and interventions to safeguard the potential harm 

Labeling requirements for artificial or manipulated content (deepfakes).

Whenever deepfakes are disseminated, platforms must now indicate as such. 
Those building deepfake creation and generative AI tools must assist also in their labelling.

But 
What if they did not label? What technologies to detect? 



Future work 

- Understanding interventions that can reduce deepfake sharing behavior
- Understanding the impact of deepfakes - from victims perspectives 
- Effect of Labeling deepfake content - Types of labels for Deepfakess



WHY THIS INITIATIVE — WHY THIS TALK

“Bringing global perspectives to AI research and practice”

< 15%
of the world's population is WEIRD — Western, 
Educated, Industrialized, Rich, Democratic — yet 
today's AI systems are rooted in exactly that narrow 
set of data, languages, and institutional contexts.

This talk looks at

AI & Learning AI & Democracy

AI & Environment AI & Fairness

AI & Humanities AI & Governance

Synthetic media is where democracy, fairness, and governance collide — and where the WEIRD defaults of today's defenses 
fail first.

globalai.ai.cornell.edu — mission framing 02



THE PROBLEM

Everyone can fabricate. The defenses were built for 
someone else.

01

Trivially easy to fake

Convincing images, audio, and video 
can now be generated on a low-cost 
smartphone — production has been 
democratized faster than any defense.

02

Defenses face West

Warning labels, detection tools, and 
literacy curricula are designed for 
Western platforms, languages, and 
formal learners — and exported as-is.

03

Harms fall unevenly

Where fact-checking infrastructure is 
thin, harms concentrate on women, 
minorities, and marginalized 
communities — with the fewest routes to 
redress.

The Global South is home to the majority of the world's internet users — and largely invisible in synthetic-media research and policy.

03



THIS IS NOT HYPOTHETICAL

South Asia is already living with it

Sri Lanka
AI-generated content impersonating the President, national cricketers, and the Central Bank Governor — 
deployed for financial fraud and reputational destruction, in a post-conflict environment where one video can 
ignite communal violence.

India
The 2024 Lok Sabha cycle: voice-cloned candidate speeches by linguistic community, fabricated celebrity 
endorsements, synthetic 'doctors' pushing dangerous medical advice through WhatsApp forward chains.

Bangladesh
A deepfake of ousted PM Sheikh Hasina 'confessing' to the aynaghor detention centers circulated widely — 
verified as AI-manipulated by fact-checkers, credited with real political turmoil.

Across all three: synthetic pornography systematically weaponized against women in public life.

Gamage et al. 2026, Journal of Online Trust and Safety 04



01 · THE DETECTION GAP

One quarter of the world, underserved

103 studies reviewed, 2018–2026 — detection 
methods, datasets & benchmarks, surveys, and 
empirical studies

4 detection models built specifically for South Asian 
content — all for synthetic speech, published only 
in 2024–25

0 South Asian methods for image, video, or 
audio-visual deepfakes — and zero provenance or 
watermarking work targeting the region's content, 
languages, or pipelines

Our systematic review mapped the same paradigm × modality space for the Global North (top) and 
South Asia (bottom). Solid boxes: methods exist. Dotted grey: no method identified — for South 
Asia, everything except audio.

One Quarter of the World, Underserved: Deepfake Detection for South Asia — Gamage et al., ACM Computing Surveys (in submission) 05



01 · THE DETECTION GAP

Eight years of research — side by side

Global North, 2018–2026: a dense pipeline — CNNs to diffusion-inversion, CLIP-based and 
multimodal detectors, watermarking (Tree-Ring, SynthID), and benchmark after benchmark.

South Asia, same axes, same years: the first regional dataset only in 2022, the first detector 
in 2024 — every one a speech detector. Image, video, audio-visual, and provenance: empty.

The gap is not a lag. It is a structural absence.

One Quarter of the World, Underserved — Gamage et al., ACM Computing Surveys (in submission) 06



TODAY

Five threads of evidence, one argument

01 The detection gap
A systematic review of deepfake detection for South Asia 103 studies · 2018–2026

02 Labels
How users perceive warning-label designs for AI-generated content CHI 2025 · N = 911

03 Literacy Deepfake.help — an inoculation-based literacy tool, field-tested in Sri 
Lanka

Field experiment · N = 100

04 Communities How stakeholders and online communities experience, discuss, and 
contest deepfakes

3 countries · 49 stakeholders

05 Provenance & policy
Do C2PA, SynthID, and the EU AI Act translate to low-resource contexts? Synthesis

07



02 · LABELS

Platforms are already labeling. Does anyone benefit?

Label designs in the wild, from our CHI 2025 review — BBC News ('FALSE'), CNN ('AI-GENERATED FAKE IMAGE'), Meta ('AI info'), YouTube ('Altered or synthetic 
content'), TikTok ('Creator labeled as AI-generated'). Same goal, wildly different tone, iconography, placement, and detail.

We mapped this design space along four dimensions — sentiment, icon/color, position, level of detail — and derived ten 
prototype labels.

Gamage, Sewwandi, Zhang & Bandara — Labeling Synthetic Content, CHI 2025 08



02 · LABELS

Ten label designs, one experiment — 911 users

The ten samples systematically vary label sentiment (hazardous 'Deepfake Content' → neutral 'Made with AI'), icon and color (red warning → monochrome 
AI sparkle → none), position (obscuring, above, or non-obscuring), and detail (one-line text → Sample 10's Content Credentials panel).

Gamage, Sewwandi, Zhang & Bandara — Labeling Synthetic Content, CHI 2025 09



02 · LABELS

Labels shift belief — not behavior

Belief moves — Every label design increased users' belief that content was 
AI-generated or edited. 'Made with AI' phrasing communicated best; 
'deepfake' wording was ambiguous to many.

Trust depends on design — Trust in the label varied significantly by design. 
The Content Credentials-style label (Sample 10) earned the highest trust — 
and label trust correlates with platform trust (r = .73).

Engagement unchanged — Liking, commenting, and sharing did not 
significantly change with a label present. Labels inform; they do not restrain.

Belief that content is AI-generated (1–5), control vs. the ten label designs: every 
labeled condition sits above the unlabeled control.

Design implication:  neutral, AI-mentioning labels that don't obscure content are trusted and understood — but disclosure 
alone will not stop the spread.

Gamage, Sewwandi, Zhang & Bandara — Labeling Synthetic Content, CHI 2025 10



03 · LITERACY

Deepfake.help — literacy as inoculation, not lecture

Inoculation theory — exposure to weakened manipulative content, with refutation   ·   Reinforcement learning as pedagogy — iterative 
judgment with immediate corrective feedback   ·   Critical-thinking scaffolding — from detection to socially situated action

The two modules of Deepfake.help: an Identification module (watch a video, judge it, justify the call, calibrate confidence, get cue-level feedback) feeding an Educational module 
(persona-based harm scenarios with guided, step-by-step response choices).
DF.Literacy / Deepfake.help — Gamage et al., PACM HCI (CSCW), 2026 11



03 · LITERACY

Judge, get corrected, then act — inside culturally familiar scenarios

Identification module: classify → justify → calibrate confidence → 
immediate feedback naming the cues (eye reflections, facial 'mask' 
edges, mouth artifacts).

Educational module: three personas mirroring real South Asian incidents — a social-media star facing non-consensual imagery, a 
national cricketer exploited for a betting app, a politician's voice cloned in an election — each with step-by-step guidance on 
responsible action (report, warn, don't forward).

12



03 · LITERACY

A 30-day field experiment in Sri Lanka

Control  no intervention (Tetris) Treatment 0  Deepfake.help, culturally localized 
(Sri Lankan) content

Treatment 1  Deepfake.help, Western content

N = 100 · pre/post: 12-video detection test with confidence ratings, plus three open-ended harm scenarios scored on a SIFT-based 
critical-thinking rubric; isomorphic post-test scenarios prevent recall.DF.Literacy / Deepfake.help — Gamage et al., PACM HCI (CSCW), 2026 13



03 · LITERACY

Localized content produced the real gains — in calibration, not raw 
detection

Pre→post change across the three groups. Left: classification accuracy — all groups improve modestly, no significant between-group difference (human perceptual detection 
hovers near chance; ceilings are real). Right: detection confidence — the 'crossing' pattern. Localized content: 71.7% → 82.6% (p < .001); Western content: flat-to-declining from a 
high, poorly calibrated baseline.

DF.Literacy / Deepfake.help — Gamage et al., PACM HCI (CSCW), 2026 14



03 · LITERACY

The intervention protected critical reasoning that otherwise decayed

SIFT-scored critical-thinking behavior, pre vs. post, by condition.

Sri Lankan vs. Western content, post-test: same accuracy, different minds.

Control declined

Without scaffolding, open-ended reasoning scores dropped over 
30 days (2.67 → 2.33, p = .036).

Treatments held

Both intervention groups sustained — and the localized group 
improved — their reasoning (change across groups p = .007).

Culture moderates

Localized vs. Western content: same detection accuracy, 
significantly stronger confidence (p = .016) and critical-thinking 
gains (p = .021).

DF.Literacy / Deepfake.help — Gamage et al., PACM HCI (CSCW), 2026 15



04 · COMMUNITIES

Asking those who live it: 49 stakeholders, three countries

Participatory workshops with journalists, fact-checkers, lawyers, feminist advocates, educators, and civil society — communities as 
co-producers of knowledge, not populations to be studied.

Three online workshops (April–September 2025), facilitated in Sinhala, Tamil, Hindi, Bengali, and English; every group combined the people who 
detect harm, litigate it, are targeted by it, and educate against it.

Spot the Fake  →  Experience Sharing  →  Scenario Probing  →  Co-Design  →  Collective Prioritization

Gamage et al. 2026, Journal of Online Trust and Safety  ·  plus community analyses: Reddit (CHI 2022), Telegram ecosystems 16



04 · COMMUNITIES

The harm landscape is gendered, linguistic, and institutional

Gendered

Non-consensual synthetic media is routine, 
not exceptional — and intersectional: 
queer, indigenous, and rural victims have 
the fewest routes to redress.

Linguistic

Verified synthetic content in Sinhala, Tamil, 
Hindi, Bengali stays up for weeks; 
comparable English content comes down 
in hours.

Institutional

Victims face absent laws, unreachable 
platforms, and courts that offer no practical 
recourse.

Cross-country comparison of harm themes surfaced in the workshops (✓✓ primary, ✓ present, — marginal): gendered harms, weak legal 
frameworks, and platform under-moderation of local languages cut across all three countries.
Gamage et al. 2026, Journal of Online Trust and Safety 17



04 · COMMUNITIES

Communities did not ask for better detectors

Legal frameworks that treat synthetic abuse as a rights 
violation

Deepfake-specific electoral law (Sri Lanka), enforceable IT Rules (India), a 
new cyber law modeled on the EU AI Act with gender-based-abuse provisions 
(Bangladesh).

Community-governed verification in local languages

Locally built detection, volunteer-sourced databases, fact-checker coalitions 
— technology serving human judgment, not replacing it.

Literacy embedded in community practice

Gamified, narrative tools built on culturally resonant scenarios — for rural 
users, feminist networks, and students without devices.

Survivor-centered support infrastructure

Safe encrypted reporting, peer counseling, legal-aid networks — victim 
support is a design challenge as urgent as detection.

In every domain: solutions developed with affected communities, not for them.

Gamage et al. 2026, Journal of Online Trust and Safety 18



05 · PROVENANCE & POLICY

C2PA, SynthID, the EU AI Act — lost in translation?

Provenance standards C2PA / Content Credentials won the highest trust of any label we tested — yet users told us they didn't 
understand what it meant. Metadata is stripped by the messaging apps where Global South content actually 
travels.

Detection & watermarking Our review found zero provenance or watermarking work targeting South Asian content, languages, or pipelines 
— and detectors trained on Western benchmarks lose up to 10.7 points across racial groups, more than 30 for 
some architectures.

Regulation The EU AI Act's transparency mandates set a global reference point — but South Asian stakeholders face absent 
or unenforceable national law, and no seat where governance frameworks are designed.

Standards built for the open web fail quietly inside encrypted, forward-chain information ecologies.

Threads 01–04 synthesized: CHI 2025 · CSCW · J. Online Trust & Safety · ACM Computing Surveys (in submission) 19



THE ARGUMENT

Trust & safety must be built where the users are

Design

Human-centered, participatory design with 
existing community networks — journalist 
coalitions, feminist peer-support systems — 
as genuine partners and distribution 
channels.

Literacy

Not an individual skill deficit to fix, but 
collective resilience: localized, 
inoculation-based tools embedded in the 
platforms and social practices where 
manipulated media actually spreads.

Policy

Linguistic localization as a safety-critical 
requirement; representative benchmarks 
and survivor protection over definitional 
debates; Global South civil society at the 
table where AI governance is written.

The communities most harmed by deepfakes are not passive victims — their knowledge is the infrastructure. Build the conditions for it to 
shape the solutions.



Thank you
Dr. Dilrukshi Gamage  ·  dgs@ucsc.cmb.ac.lk  ·  dilrukshigamage.org

With gratitude to co-authors and collaborators: 
Dilki Sewwandi, Min Zhang, Arosha Bandara, Shreeti Shubham, Sumaia Arefin, Dilaxshini Dunstan, Kartik Joshi, Rashmi Gunawardana — and 49 
workshop participants and 100 field-study users across South Asia.

Labeling Synthetic Content (CHI 2025)  ·  Deepfake.help / DF.Literacy (PACM HCI, CSCW)  ·  Deepfakes in the Global South (J. Online Trust & Safety, 2026)  ·  One Quarter of 
the World, Underserved (ACM Computing Surveys, in submission)




